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S. 1818-TO ESTABLISH AN INDEPENDENT IN-
SPECTOR GENERAL FOR THE CENTRAL IN-
TELLIGENCE AGENCY

TUESDAY, MARCH 1, 1988

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,

Washington, DC.
The Select Committee met, pursuant to notice, at 2:25 o'clock

p.m., in Room SD-562, Dirksen Senate Office Building, the Honora-
ble David Boren, Chairman of the Committee, presiding.

Present: Senators Boren, Bradley, Specter and Warner.
Staff present: Sven Holmes, Staff Director and General Counsel;

James Dykstra, Minority Staff Director; and Kathleen McGhee,
Chief Clerk.

PROCEEDINGS

Chairman BOREN. We'll commence at this point. I apologize but
some other conflicting committee meetings have delayed the begin-
ning of these hearings. I know that there are some other Members
who hope to join us.

On behalf of the Senate Select Committee on Intelligence, I want
to extend a welcome to our witnesses today as the committee gives
consideration to Senate Bill 1818, a bill sponsored by our colleague,
Senator Specter, to establish an independent Inspector General for
the Central Intelligence Agency.

The issue of an independent Inspector General for the CIA was
first raised in 1976 by the predecessor of the Select Committee on
Intelligence, the Church Committee. In its ensuing report, the com-
mittee stopped short of recommending an independent Inspector
General because of concern that Presidential apppointment might
give a political coloration to the position and thus diminish the ef-
fectiveness of the office. But since that time, however, the Congress
has had the experience of an independent Inspector General Act in
1978 against which to evaluate this issue.

In addition, the Select Committee on the Iran-Contra matter
found that the CIA's Office of Inspector General lacked, and I
quote now the final report of that committee, "the manpower, re-
sources, and tenacity to acquire key facts uncovered by the commit-
tee and the Tower Board." As a result, the majority report of the
committee-and it was as you recall a split report, both majority
and minority-the majority report of the committee recommended
that a system be developed so that the CIA has an independent
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statutory Inspector General who is confirmed by the Senate. This
essentially is what is provided in Senator Specter's bill, S. 1818.

Since that time, the Director of Central Intelligence, Mr. Web-
ster, has testified in opposition of this bill. In January of this year,
he also advised the committee that he had made sweeping changes
in the CIA's Inspector General Office to correct the deficiencies
noted by the Iran-Contra Committee. So today, we will address
these and other issues related to this legislation.

Prior to testimony by Judge Webster, we are very pleased to wel-
come and to have with us today the Comptroller General of the
United States, Mr. Charles Bowsher, whose Government Account-
ing Office has been inspecting the independent Inspector Generals
for a period of approximately 10 years I believe.

We are equally pleased to have two independent Inspectors Gen-
eral created by the Act, Mrs. June Gibbs Brown, the Inspector Gen-
eral for the Defense Department and Mr. Sherman Funk, the In-
spector General for the State Department. We appreciate both of
you being with us today to share your experience with us.

Following remarks and questions to Mr. Bowsher, Ms. Brown and
Mr. Funk in that order, Judge Webster will join the hearing and
make his opening comments and we'll have questions directed to
him.

I'd like to ask at this point if Senator Specter might have any
opening comments that he would like to make before we hear from
the Comptroller General.

Senator SPECTER. Thank you very much, Mr. Chairman.
I would ask that my prepared statement appear in the record.
Chairman BOREN. Without objection, so ordered.
[Prepared statement of Senator Specter follows:]
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PREPARED STATEMENT OF HON. ARLEN SPECTER, A U.S. SENATOR
FROM THE STATE OF PENNSYLVANIA

I WANT TO THANK THE CHAIRMAN FOR SCHEDULING THIS HEARING

TODAY. AS YOU INDICATED, THE IDEA OF AN INDEPENDENT IG FOR

CIA WAS CONSIDERED IN 1976 AND WAS RECOMMENDED LAST YEAR BY

THE SELECT COMMITTEES INVESTIGATING THE IRAN-CONTRA AFFAIR.

THIS COMMITTEE MUST ASK TODAY WHY THE LESSONS OF 1976 WERE

NOT LEARNED IN 1986 AND 1987? IN 1976, THE CHURCH COMMITTEE

POINTED OUT THE SHORTCOMINGS OF THE CIA'S OFFICE OF INSPECTOR

GENERAL. IT FOUND THAT OFFICE HAD PROBLEMS ACCESSING

INFORMATION, IT HAD PROBLEMS OF EMPHASIS, IT HAD PROBLEMS

DISCOVERING POTENTIAL PROBLEM AREAS, IT LACKED A SUFFICIENT

NUMBER OF QUALITY PERSONNEL AND IT LACKED THE AUTHORITY TO

PROVIDE ASSISTANCE TO THE CONGRESSIONAL OVERSIGHT COMMITTEES.

THAT LITANY HAS A FAMILIAR RING TO IT IN LIGHT OF WHAT WE

HAVE SINCE LEARNED OF THE CIA'S INSPECTOR GENERAL ROLE IN THE

COURSE OF THE IRAN-CONTRA AFFAIR.

IN 1976, THE CIA INDICATED THAT IT HAD CORRECTED

SHORTCOMINGS IN ITS IG OFFICE. THE INSPECTOR GENERAL WOULD

REPORT DIRECTLY TO THE DIRECTOR OF CENTRAL INTELLIGENCE, THE

IG WOULD HOLD RANK EQUIVALENT TO THAT OF DEPUTY DIRECTORS AND

FINALLY, THE OFFICE WOULD HAVE A WIDE RANGE OF

RESPONSIBILITIES DESIGNED TO IMPROVE THE PERFORMANCE OF THE

CIA.

IN JANUARY, JUDGE WEBSTER WROTE TO EACH MEMBER OF THIS
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COMMITTEE TO PROVIDE US DETAILS OF HOW HE HAS OVERHAULED AND

UPGRADED CIA'S OFFICE OF INSPECTOR GENERAL. SOME OF IT

SOUNDED FAMILIAR - AND I QUOTE - "HE (THE IG) WILL NOW REPORT

DIRECTLY TO ME," "HE HOLDS THE RANK OF DEPUTY DIRECTOR," "I

SEE THE INSPECTOR GENERAL IN A POSITIVE, CONSTRUCTIVE SENSE

DIRECTLY INVOLVED IN IMPROVING OVERALL AGENCY MANAGEMENT."

WHAT I DID NOT SEE IN THAT LETTER WAS AN ASSERTION OF THE

INDEPENDENCE OF THE IG, NOR WHETHER THE COMMITTEES WOULD BE

ASSISTED IN THEIR OVERSIGHT RESPONSIBILITIES BY THE PERIODIC

REPORTS OF THE INSPECTOR GENERAL. ON THE CONTRARY, ONE CIA

DOCUMENT RECEIVED IN DECEMBER INDICATED THAT THE INTELLIGENCE

COMMITTEES NORMALLY WILL NOT RECEIVE THESE REPORTS UNLESS

THEY SO REQUEST THEM IN WRITING. TODAY, I SHALL ASK JUDGE

WEBSTER "WHAT HAS CHANGED" AND "WHAT ASSURANCES WILL YOU GIVE

THIS COMMITTEE THAT TEN YEARS FROM NOW WE WON'T BE HAVING

THIS SAME HEARING."

IN HIS APPEARANCE BEFORE THIS COMMITTEE ON DECEMBER

16TH, JUDGE WEBSTER ALSO INDICATED THAT HE WOULD USE THE

INSPECTIONS MODEL HE CREATED AT THE FBI TO UPGRADE CIA'S IG

OFFICE. IN LIGHT OF WHAT WE ARE LEARNING ABOUT THAT MODEL, I

AM LESS THAN CONVINCED THAT THIS WOULD REPRESENT A STEP

FORWARD.

FINALLY, MR CHAIRMAN, I ALSO WANT TO EXPRESS MY GRATITUDE

TO MR BOWSHER, MS BROWN AND MR FUNK FOR APPEARING BEFORE US

TODAY. THEIR TESTIMONY ON HOW THE INDEPENDENT IG SYSTEM IS

FUNCTIONING SHOULD SERVE AS A VALUABLE BENCHMARK IN

ASSESSING THE LEGISLATION BEFORE US TODAY. THANK YOU.
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Senator SPECTER. Thank you, Mr. Chairman, for scheduling these
hearings so promptly. As you are aware, I believe the issue of an
independent Inspector General is one which we ought to revisit
and ought to consider.

This has been an issue which has been pending since 1976 when
the Church Committee came forward with its comments about an
independent Inspector General. There has been substantial experi-
ence in the interim with some 19 independent Inspectors General
which we will hear about today from the Comptroller General in-
cluding the independent Inspectors General in the Department of
State and the Department of Defense, both of which certainly are
agencies dealing with sensitive classified information.

We have seen major problem areas. We have heard Judge Web-
ster comment about the analogy between the CIA and the FBI, nei-
ther of which has an independent Inspector General. And just last
week, we had extensive testimony on the CISPES matter, which
perhaps demonstrates the need for an independent Inspector Gen-
eral at the Federal Bureau of Investigation. There is legislation
now pending for consideration by the Congress on that subject.

The issue of congressional oversight is one of great importance
and it is obvious that the Congress cannot really get into the de-
tails of -all of the agencies of the United States Government. It is
just not possible to do so. The investigation conducted by the Select
Committees on the Iran-Contra affair demonstrated, at least to the
satisfaction of this Senator, that there must be material improve-
ment within the CIA on its own internal investigative procedure.
That is why I have pressed for this committee to legislate for an
independent Inspector General.

And I think the witnesses today are in a good position to share
with us their knowledge and insights and we look forward to their
testimony.

Thank you very much.
Chairman BOREN. Thank you very much.
Let me mention that it seems like it's a day for problems. I've

just been informed there is a vote on the floor at this moment on a
motion to proceed to the polygraph bill. Let me ask Senator Spec-
ter, we can take turns. I can go right over and vote and come back
or we can have a brief 5 minute recess. Both of us probably want to
hear all the testimony. Which would you prefer?

Senator SPECTER. Well in light of the timing on votes, I think we
would be best advised to go together and return.

Chairman BOREN. All right. We'll just take a very brief recess
and we'll be right back then to hear from the Comptroller General.

Stand in recess.
[A brief recess was taken from 2:31 p.m. to 2:48 p.m.]
Chairman BOREN. We'll resume at this point. We've been joined

by Senator Warner of Virginia and I want to give our colleague,
Senator Warner, a chance to make a brief opening comment before
we turn to Mr. Bowsher's testimony.

Senator WARNER. Thank you, Mr. Chairman.
I'm delighted that we've undertaken this important analysis of

this subject. And I welcome my old colleague from the Department
of the Navy. We used to call him Secretary Bowsher. I think that
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was the best job either of us have ever had but I look forward to
your testimony.

Chairman BOREN. Thank you, Senator Warner.
Mr. Bowsher, we'll receive your opening remarks at this time.

We appreciate your being with us.

STATEMENT OF CHARLES A. BOWSHER, COMPTROLLER
GENERAL, U.S. GENERAL ACCOUNTING OFFICE

Mr. BOWSHER. Thank you very much, Mr. Chairman and Mem-
bers of the Committee.

For the sake of time, I'd like to just summarize my statement
here and if you would I'd like to have it included in the record.

You asked us three questions basically. To comment on the effec-
tiveness of the Inspector General Act of 1978 and as you said, Mr.
Chairman, in your opening remarks, we have studied the various
Inspector General operations at the various cabinet level and other
agencies. There are now 19 and they also had about 10 years expe-
rience. And in GAO's doing the review, we have come to the con-
clusion that the Act has been quite effective and that the savings,
the number of cases brought and everything like that are up quite
dramatically from prior to the Act. So we think the Act has been
successful and have recommended it to the Congress on several oc-
casions now for other departments.

The second question you asked is concerning the ability of the
statutory Inspectors General to protect classified information. And,
of course, that's very important in this situation. We have not
found any evidence that they did not have the ability to protect
classified information. And ourselves, the GAO, we handle a lot of
it and over the years, we've been able to set up the same safe-
guards as the agencies themselves. And so I think the ability to
protect that information has been demonstrated and demonstrated
quite consistently over the years.

The third question you asked was to provide our views on the
value of a statutory Inspector General for the CIA. I think the
basic added things you get from a statutory Inspector General are
two or three items. Namely the greater independence, the perma-
nence of the function in the agency, and I think Congress has
greater access to the Inspector General and greater accountability
of the work that the Inspector General is doing. And I think those
are the three big advantages.

So that would conclude my comments, Mr. Chairman.
Chairman BOREN. Thank you very much.
[The prepared statement of Mr. Bowsher follows:]
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PREPARED STATEMENT OF CHARLES A. BOWSHER, COMPTROLLER GENERAL,
U.S. GENERAL ACCOUNTING OFFICE

Mr. Chairman and Members of the Committee:

We appreciate the opportunity to appear here today to

discuss section 4 of Senate bill 1818 which would establish an

Office of Inspector General at the Central Intelligence Agency

(CIA). Specifically, we would like to (1) comment on the

effectiveness of the Inspector General Act of 1978, as amended,

in uncovering abuses and improving agency operations, (2) discuss

the ability of statutory inspectors general (IGs) to protect

classified information, and (3) provide our views on the value of

a statutory inspector general for the CIA.

EFFECTIVENESS OF THE INSPECTOR GENERAL ACT OF 1978

We believe the Inspector General Act of 1978 has played a

significant role in strengthening federal internal audit and

investigative activities and improving the operations of the

federal government. Under the IG act of 1978 and other

legislation, statutory inspectors general have been established

in 19 departments and agencies. The creation of these statutory

IGs has been a bipartisan effort that has improved the

effectiveness of the federal government.

The establishment of statutory IGs was designed to combat

fraud, waste, and abuse and to correct numerous organizational

and procedural deficiencies in the federal audit and

1
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investigative community. These deficiencies included

-- the lack of effective central leadership among multiple

audit and investigative units operating within an agency,

-- the lack of independence due to auditors and

investigators reporting to officials who were responsible

for the functions under review and investigators being

restricted from looking into certain areas of suspected

irregularities,

-- audit recommendations frequently being ignored by agency

officials,

-- audit and investigative units being severely limited due

to inadequate resources, and

-- the lack of procedures to ensure that the agency head and

the Congress were informed of serious problems discovered

in the agency.

GAO strongly supported the Inspector General Act of 1978 and

other legislation that created the statutory inspectors general.

We supported such legislation because it would correct many of

the deficiencies in the audit and investigative communities and

would help ensure that high-level attention is given to promoting

2
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accountability, adequate internal controls, economy, efficiency,

and effectiveness in federal programs and operations. We also

believed such legislation would help ensure that the Congress and

agency heads would receive independent assessments of federal

programs and operations for which they are accountable or have

oversight responsibility.

GAO reviews of IG activities over the past several years

indicate that the establishment of statutory IGs has been a key

factor in strengthening federal internal audit and investigative

activities and improving operations within the federal

government. The statutory IGs and the President's Council on

Integrity and Efficiency, whose membership includes the statutory

IGs, have reported to the Congress that they have had substantial

success in helping bring about improvements in the federal

government.

The IGs have been responsible for uncovering fraud, waste,

and abuse in their agencies, and their efforts have resulted in

savings involving billions of dollars. The President's Council

on Integrity and Efficiency has calculated aggregate statistics

for data reported by the IGs for fiscal years 1982 through 1986.

These statistics show that during that period:

-- successful prosecutions of wrongdoers increased from

2,099 cases to 4,094;

3
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-- investigative recoveries rose from $45.3 million to

$191.8 million;

-- sanctions against contractors or offices doing business

with the federal government increased from 502 sanctions

to 2',047; and

-- annual savings resulting from recoveries and restitutions

arising from IG findings and avoidance of incurring.

unnecessary expenditures rose from $11.5 billion to

- $20 billion--.

INSPECTOR'GENERAL ABILITY TO - '

PROTECT CLASSIFIED INFORMATION-

The questions of whether IGs should be involved in areas

dealing with classified or other-types-of sensitive information

and whether they have the abilities-to do so are not new. These

issues were addressed when the Congress passed legislation

establishing IGs at the Departments of Defense (DOD) and State

and when the Senate passed S. 908, the Inspector General Act

Amendments of 1987, which, among other things, would establish

IGs at the Department of the Treasury and at the Internal Revenue

Service.

4
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Our work with the IGs has not disclosed, nor are we aware

of, any instances where there has been a weakening in security or

confidentiality in agencies that have statutory IGs. This

includes those agencies, such as the Departments of Defense and

State, where security is a paramount consideration. We are not

aware of any reason why a CIA IG could not safeguard information

regarding national security matters.

The Senate Committee on Governmental Affairs also studied

this issue when it was considering the Inspector General Act

Amendments of 1987. In its August 7, 1987, report on this bill,

the Committee determined that "there is no reason to believe an

IG is less trustworthy than other agency officials in handling

sensitive information."

Senate bill 1818 provides the Director of the CIA a

mechanism to prohibit its IG from looking into matters when such

reviews would pose a threat to national security. Specifically,

section 4(a)(3) allows the Director of the CIA to prohibit the IG

from initiating, carrying out, or completing any audit or

investigation, or from issuing any subpoena dealing with ongoing

operations if the Director determines that such a prohibition is

necessary to protect national security. However, if the Director

exercises this power, he must submit the reasons for doing so

within 7 days to this Committee and to the Permanent Select

Committee on Intelligence of the House of Representatives. This

5
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provision is similar to a special provision in section 8 of the

IG act which allows the Secretary of Defense to prohibit certain

IG audits and investigations to preserve national security

interests. The act also requires the DOD IG to report any such

action to the appropriate congressional committees, and the

Secretary must submit a statement of the reason to the same

committees. The DOD IG advised us that this provision has never

been used.

Similar to the DOD provision in section 8 of the IG act,

S. 908, the Inspectors General Amendments of 1987, authorizes the

Secretary of the Treasury and the Commissioner of Internal

Revenue to prohibit IG audits and investigations which require

access to certain sensitive information, when necessary to

preserve the confidentiality of such information. Again, as with

the DOD provision, the prohibition of an IG audit or

investigation would be reported to appropriate congressional

committees. This bill passed the Senate on February 2, 1988, and

is being referred to the House for action.

VALUE OF A STATUTORY INSPECTOR GENERAL AT THE CIA

We have supported the creation of all the existing IGs and

have testified that IGs should be created in the Departments of

Justice and Treasury. We have not reviewed the nonstatutory IG

function at the CIA. However, we believe that a statutory IG

6
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would be as appropriate and effective for the CIA as it has been

for the other agencies with existing statutory IGs.

TECHNICAL CONSIDERATIONS

I would like to address some technical considerations

regarding this issue. GAO has consistently supported creating

new IGs by amending the IG act of 1978, because the act contains

uniform requirements regarding such things as the qualifications

and responsibilities of IGs and the auditing standards they are

to follow. We believe that using the 1978 act as an umbrella

when new IGs are created, and modifying it as necessary for

special considerations, as was done in-creating the DOD IG,

ensures consistency in the organization and operation of the

various IG offices.

If the Committee does not wish to include a CIA IG under the

1978 act, we suggest that the Committee consider the written

comments on section 4 that we provided on December 7, 1987.

These comments included a comparison of the provisions of section

4 with those of the Inspector General Act of 1978. The

comparison identified a number of differences for the Committee's

consideration in drafting the final legislation. We understand

the Committee is considering making some changes to the bill

based on our comments. These include specifying the

qualifications of the CIA IG, giving the IG access to records,

7
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and ensuring that the IG has direct access to the head of the

agency. We believe that these changes will help strengthen

section 4 of this bill. Our staff is available to discuss these

technical matters.

This concludes my statement. We would be pleased to respond

to any questions you may have.

8
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Chairman BOREN. Ms. Brown?

STATEMENT OF JUNE GIBBS BROWN, INSPECTOR GENERAL,
DEPARTMENT OF DEFENSE

Ms. BROWN. Mr. Chairman, Members of the Committee.
I'll also summarize my statement.
In your letter you asked that I discuss the operational abilities

and constraints that we've had in addressing classified programs.
The Inspector General Act of 1978 as amended gave special consid-
eration to the unique problems in auditing and investigating classi-
fied programs.

We found these provisions suit our needs quite well. They pro-
vide good mechanisms for our access determinations that are made
by the highest levels in the department. They provide for a require-
ment for immediate congressional notification when the Secretary
denies access or puts any unnecessary limitations upon us. We've
never had to advise the Congress of any limitations. Although
there have been some delays and problems occasionally, we've
never had occasion where we weren't able to get the information
necessary.

My office interfaces with classified programs in three ways. We
audit the programs, we inspect them, and we investigate them. We
also provide oversight reviews of the Defense Contract Audit
Agency and the military services when they are involved in audits
of classified contracts or conduct criminal investigations relating to
intelligence or special access programs.

Now in audit, for years we've been involved in auditing classified
programs. And the audit techniques used are the same as those
that are used in any of our other audits in the military depart-
ments or agencies. Certain agencies are given continuous audit cov-
erage. And they include the Defense Intelligence Agency, the De-
fense Nuclear Agency, and the National Security Agency.

In the military departments, we also audit tactical intelligence,
intelligence training and combat readiness. And we've also audited
defense reconnaissance programs which interface with the national
programs of the Director of the Central Intelligence Agency.

In our audit policy and oversight office reviews we have audited
the-or we have looked at the DCAA field detachment. And this is
a special group that has been established to audit certain classified
contracts. The work of that detachment, as in our office, is the
same as that in the rest of DCAA except that they have special se-
curity measures used to protect the classified data.

Originally the detachment was established to review only com-
partmentalized contracts. However, during the past several years,
special access programs were established for major weapon systems
and audit cognizance was given to this same group to audit those
programs.

The internal audit agency of the military departments also con-
duct audits of special access and classified programs and there's a
DOD directive that provides that these auditors shall have full and
unrestricted access to all the records, facilities and personnel for
the accomplishment of their announced objectives of the audits.
Only the Secretary of the military department can deny access.
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Much like the law provides us, if the Secretary of Defense denies
access to the Inspector General, we would notify Congress. If one of
the Secretaries of the military department denies access, then the
Inspector General is notified within 15 days of that denial.

In March of 1986, the Deputy Inspector General entered into a
Memorandum of Understanding with the Director of the Joint
Staff Office of the Joint Chiefs of Staff. And they created this
Memorandum of Understanding for internal auditors of the mili-
tary departments. And that gives the guidance as to how this oper-
ation will proceed.

We also do inspections in these agencies such as Defense Nucle-
ar, Defense Communication Agency and the Defense Mapping
Agency.

In investigations, the Defense Criminal Investigative Service of
my office has conducted investigations regarding any criminal ac-
tivities such as cost mischarging, false test certification, and con-
flicts of interest in classified programs. Those in the military de-
partments have also done so.

And, for example, there have been some successful prosecutions.
The Army Criminal Investigative Command successfully completed
a corruption related investigation in classified activities of an
Army special operation program that resulted in convictions before
court martials.

The Naval Investigative Service has also achieved such results
and a special operations group investigation obtained convictions in
the U.S. District Court and court martials for procurement fraud
and corruption offenses.

Access has never been a problem for the investigators. Having
established positions in the functional areas of the OIG2 estab-
lished these unique requirements that exist in the various intelli-
gence programs. We have auditing, inspecting and investigating
people that are specially trained to handle these special require-
ments. I believe it has been satisfactory both to us, the program of-
ficials, and to the department.

The constraints that the Act provides seem reasonable to me.
The department has taken the view that only the most time sensi-
tive information would need to be limited. As, for example, if by
chance we sought information relating to the Grenada invasion on
the eve of that event.

In summary, I believe we are able to address the issues in classi-
fied areas as we are in non-classified segments of the department's
operations and the IG Act serves our needs to protect the informa-
tion.

You also requested that I comment on the impact of the statuto-
ry IG in maintaining security of classified information and on the
Department's ability to carry out its mission effectively. As part of
the DOD, we are aware of the necessity of protecting classified in-
formation. Our auditors, investigators, inspectors all have the ap-
propriate clearance. We have a cadre of specially trained and in-
doctrinated people for the most sensitive programs. And we've also
created a special unit within the Defense Criminal Investigative
Service to monitor and assist in our investigations of classified pro-
grams.
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To further enhance our ability to pursue these programs, we've
entered into an agreement with the Department of Justice and
they have established the Defense Procurement Fraud Unit as the
contact point for all criminal investigation referrals.

There's a criminal investigation policy memorandum entitled
"Criminal Referrals Involving Fraud and General Crimes in Class-
sified or Sensitive Programs." And that was from 1986. It provides
guidance for such referrals and there are certain individuals that
are identified in the fraud unit with appropriate security clearance
and eligibility for access that will be available whenever needed.

I believe that our work has improved the department's mission
performance. And we use the same standards of integrity, efficien-
cy, and accountability that are applied elsewhere in the depart-
ment.

We've sometimes felt that it was unduly time consuming to
obtain access to classified information but we've always obtained
that access when needed. The Act's provisions have provided us
with a good balance. We can obtain access to the information we
need, the Secretary can prevent us from having access when he de-
termines the national security is concerned, and the Congress has
oversight to ensure that the national security is not used as an
excuse to cover up any mismanagement or illegal activities.

The third and final thing you've asked us to describe was the re-
lationship between my office and the rest of the department. I have
direct access to the Secretary and the Deputy Secretary of Defense
as well as all the officials subordinate to him, both at the defense
level and in the military departments. The budget for the OIG is
included as part of the appropriation for operations and mainte-
nance defense agency budget.

I believe that both my predecessor, the Deputy Inspector General
and myself have had the same experience of complete support from
both Secretary Weinberger and Secretary Carlucci. I'll be happy to
answer any further questions and will submit my full statement
for the record.

Chairman BOREN. Thank you very much. It will be received for
the record.

[The prepared statement of Ms. Brown follows:]
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PREPARED STATEMENT OF JUNE GIBBS BROWN, INSPECTOR GENERAL,
DEPARTMENT OF DEFENSE

Mr. Chairman and members of the Committee, it is a pleasure to be
here today to testify regarding Inspector General, Department of
Defense (IG, DoD) coverage of classified programs.

In your letter of invitation, you asked that I discuss our operational
abilities and constraints in addressing classified programs.

INSPECTOR GENERAL ACT OF 1978

When the Inspector General Act of 1978 was amended in 1982 to
establish an Office of Inspector General (OIG) for the Defense
Department, special consideration was given to classified programs and
operations. Unique provisions were enacted with respect to DoD which
were intended to allow only the Secretary of Defense and no one else
to control IG access to the most sensitive classified programs. The
Secretary and the IG must provide the Congress with information
concerning any instance where the Secretary acted to restrict IG access
to classified information. A copy of this portion of the IG Act is
appended to my statement.

We have found these provisions serve our needs. They provide good
mechanisms for our access determinations to be made at the highest
levels of the Department. The requirement for immediate
Congressional notification when the Secretary denies access to us
precludes unnecessary limitations by the Department. To date, we have
never had to advise the Congress that we were denied access. There
have been instances where there have been delays and problems, but
these have always been resolved without compromising our
independence and access and the Department's legitimate security
needs.

INSPECTOR GENERAL REVIEW OF CLASSIFIED PROGRAMS

My office interfaces with classified programs in four ways. We audit
the programs; inspect organizations and functions involved in classified
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programs; perform oversight reviews of the Defense Contract Audit
Agency (DCAA) and the Military Service internal audit agencies, all of
which audit classified contracts; and conduct criminal investigations
relating to intelligence or special access programs.

Audits

For years, the IG, DoD has been involved in auditing classified
programs of the Department of Defense. The audit techniques used for
audits of these programs are the same as those used for other audits.
Such audits have included programs of the Military Departments and
the Defense agencies. Some of the agencies that are given continuous
audit coverage include the Defense Intelligence Agency, the Defense
Nuclear Agency, and the National Security Agency. In the Military
Departments, we audit such areas as tactical intelligence, intelligence
training and combat readiness. We also have audited defense
reconnaissance programs which interface with national programs of
the Director of Central Intelligence.

Our Audit Policy and Oversight Office reviews the DCAA Field
Detachment which was established to audit certain classified contracts.
The work and responsibilities of the Detachment are the same as that of
the rest of DCAA except that special security measures are used to
protect the classified data. Originally, the Detachment was established
to review certain compartmented contracts; however, during the past
several years special access programs have been established for major
weapon systems, and audit cognizance was given to the Detachment
because of the security requirements. Our oversight reviews of DCAA
and the Field Detachment are the same. We review for compliance with
prescribed auditing standards, policies and procedures.

The internal audit agencies of the Military Departments also conduct
audits of special access and classified programs. DoD Directive 7600.2
provides that these auditors shall have full and unrestricted access to all
records, facilities and personnel for the accomplishment of the
announced objectives of their audits. Only the Secretary of the Military
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Department may deny access to his or her auditors and only for the
reasons under which the Secretary of Defense may deny access to the
Inspector General, DoD. This Directive further provides that the
Secretary of the Military Department will notify the Inspector General,
DoD, within 15 working days of any denial actions.

Further, in March 1986, the Deputy Inspector General, DoD, entered
into a memorandum of understanding with the Director, Joint Staff,
Office of the Joint Chiefs of Staff, on access by DoD auditors to sensitive
military plans and supporting documents. This MOU also applies to the
internal auditors of the Military Departments.

Inspections

Our inspectors inspect organizations and functions that may be
involved with classified and special access programs. Inspections are
closely coordinated with program management personnel, who control
program access, as well as with security personnel. Recent inspections
involved classified activities within the Defense Nuclear Agency, the
Defense Communications Agency and the Defense Mapping Agency.

Investigations

The investigative arm of my office, the Defense Criminal Investigative
Service, has conducted investigations regarding criminal activities, such
as cost mischarging, false test certifications and conflict of interest, in
classified programs, as have the investigative organizations of the
Military Departments. For example, the Army Criminal Investigation
Command successfully completed a corruption related investigation in
the classified activities of an Army special operations program which
resulted in convictions before courts martial. The Naval Investigative
Service has also achieved results in their investigation into activities of a
special operations group, obtaining convictions in U.S. District Court
and courts martial for procurement fraud and corruption offenses.
Access has not been a serious problem for our investigators.
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Having established positions in the functional areas of the OIG to
handle the unique aspects of auditing, inspecting and investigating
matters related to classified programs, we have been able to perform
our responsibilities in a manner which I believe is satisfactory both to us
and to program officials. The OIG personnel working in this area bring
to their duties both the requisite functional expertise and an
appreciation of how their work must be conducted, documented and
safeguarded in the classified arena.

The constraints imposed by the IG Act are reasonable. The
Department has not sought to unnecessarily invoke the Act's denial
provisions. Indeed, it appears to me that the Department has taken a
view that only the most time-sensitive information would need to be
limited as, for example, if by chance we had sought information
relating to the Grenada invasion on the eve of that event.

In summary, I believe we are as able to address issues in classified
areas as we are in non-classified segments of the Department's
operations. The IG Act serves our needs for access and the constraints it
imposes have been reasonably interpreted by the Department.

You also requested that I comment on the impact of a statutory IG in
maintaining the security of classified information and on the
Department's ability to carry out its missions effectively.

INSPECTOR GENERAL IMPACT ON MISSION PERFORMANCE

Of course, people who do not want independent review of their
classified programs are prone to instinctively raise the spectre of
"security" as a reason to block OIG oversight or investigation. However,
in reality, our work in this area to date has presented no additional
security problems for the Department.

We are a part of the DoD, and as such, we are aware of the necessity
to protect classified information. We have auditors, investigators, and
inspectors with the appropriate security clearances. To preclude
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problems, we have a cadre of specially trained and indoctrinated
auditors for the most sensitive programs. We also created a special unit
within the Defense Criminal Investigative Service to monitor and assist
in our investigations of classified programs. To further improve our
ability to pursue criminal violations in special programs, we have
developed procedures with the Department of Justice wherein it has
agreed to designate the Defense Procurement Fraud Unit as the focal
point for all criminal investigative referrals involving classified
programs. Criminal Investigations Policy Memorandum Number 9,
entitled Criminal Referrals Involving Fraud and General Crimes in
Classified or Sensitive Programs,'signed by the Deputy Inspector
General on July 29, 1986, provides guidance on these referrals to the
Military Departments. The memorandum specifies that such referrals
shall be made directly to those individuals in the Fraud Unit who have
the appropriate security clearances and eligibility for access. The
referrals shall also be made without prior coordination or referral to
local United States Attorneys. As you can see, we have made every
effort to ensure that the security of these programs is not compromised.

I believe that our work involving classified programs has improved
the Department's mission performance. We bring to the classified
arena the same standards of integrity, efficiency and accountability that
we apply elsewhere in the Department. Our investigations, audits and
inspections provide senior officials with information they can use to
improve the execution of these programs and our followup programs
ensure that due consideration is given to our findings and
recommendations.

Sometimes we have felt that it was unduly time consuming to obtain
access to classified program information, but we have always obtained
access to the information we required to complete our audits,
investigations and inspections. The IG Act provisions have provided us
with a good balance: we can obtain access to the information we need;
the Secretary can prevent us from this access when he determines the
national security is concerned, and the Congress has oversight to ensure
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that the national security is not used as an excuse to cover up
mismanagement or illegal activity.

Finally, you asked for a description of the relationship between my
office and the rest of the Department.

INSPECTOR GENERAL RELATIONSHIP WITH DOD

I have direct access to the Secretary and Deputy Secretary of Defense
as well as to all officials subordinate to them, both at the Defense level
and in the Military Departments and Defense agencies. The budget for
the OIG is included as part of the appropriation for Operations and
Maintenance, Defense Agencies.

As I stated earlier, I believe that the OIG is part of the Department
and that I work for the Secretary. But my obligation to him, and to the
President, is to independently evaluate the programs and operations of
the Department, to promote economy and efficiency, and to prevent
and detect fraud, waste and mismanagement. Both Secretary
Weinberger and Secretary Carlucci recognize the unique role that the
IG performs and have provided the operational and personal support
needed to make my office truly effective within the Department of
Defense.

Mr. Chairman, that concludes my statement. I will be happy to
answer any questions you might have.
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Chairman BOREN. Mr. Funk.
Mr. FUNK. Thank you, sir.

STATEMENT OF SHERMAN M. FUNK, INSPECTOR GENERAL,
DEPARTMENT OF STATE

Mr. FUNK. Thank you, Mr. Chairman. Senator Specter. Senator
Warner.

I too will abbreviate my testimony in the interest of time. As the
committee requested, my testimony will focus on how the statutory
IG is working at the State Department and our ability to inspect
intelligence activities. I hope that this experience will assist the
committee in its consideration of S. 1818.

As IG at State, I operate with complete independence, reporting
only to the Secretary and Deputy Secretary. I have total access to
all department personnel regardless of grade or level. And to all
department records regardless of classification.

To ensure that my office is kept fully informed of all manage-
ment issues, I sit ex officio on the department's Management Coun-
cil. And also on the committee which oversees the department's
compliance with the Federal Manager's Financial Integrity Act.

As of last December, the President signed legislation which also
gives me a second hat as the Inspector General of the Arms Con-
trol and Disarmament Agency. And that same Act directs me to
conduct a review-a comprehensive review of physical, personnel,
document and communications security at ACDA. I have an audit
team working on that now and I will report the results to Congress
when it is completed.

Our office in State has a heavy burden. We cover more than two
hundred and fifty foreign posts, and all domestic offices of the
State Department and of ACDA. Since we started, virtually from
scratch-I've only been on board since last summer-one of my
main jobs now is to make sure that I recruit the highest quality
staff obtainable. And we're still short of our authorized strength,
but we have a very wide ranging and very aggressive program.

Chairman BOREN. What is your authorized strength?
Mr. FUNK. 236, sir.
Chairman BOREN. What is it in Defense?
Ms. BROWN. The total number? We have almost 1500.
Chairman BOREN. 1500 in the Inspector General's Office?
Ms. BROWN. Yes.
Chairman BOREN. And 236 in State?
Mr. FUNK. 236.
Chairman BOREN. 236 is authorized.
Mr. FUNK. For example, the kind of work we are doing right

now, this year so far we have already inspected the large U.S. Mis-
sions in the Philippines, Japan, West Germany, Spain, Portugal,
and El Salvador. We are currently inspecting 18 posts in western
and southern Africa, the Caribbean and Switzerland, as well as the
Bureau of Intelligence and Research and the Office of Foreign Mis-
sions here in headquarters. We are also carrying out a special
review of the department's crisis management capabilities. My
audit office has major reviews underway in the areas of security,
overseas construction, financial management, consular activity,
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and by request of the Oversight Committee and the authorization
bill, we're conducting a special review of the performance awards
in the Senior Foreign Service. And our Office of Investigations cur-
rently has about 180 open cases.

You have expressed an interest in how my office reviews intelli-
gence activities. In the course of each overseas inspection, and we
do about 70 to 80 a year of these, the senior inspector who almost
always is a former Ambassador, is tasked with personally assessing
relations between the chief of mission and the intelligence compo-
nents of the Embassy.

In addition, he reviews intelligence activities to determine-
within the contraints of time and access-whether there are any
apparent violations of law involved in intelligence programs in the
country being inspected.

On the teams' return, the senior inspector advises me orally and
in writing of any problem that he has observed while he was at
post. I generally pass these comments on to the Bureau of Intelli-
gence and Research. And in some cases, I discuss them personally
with senior officials of the agencies, the intelligence agencies.

In addition, quarterly I report to the chairman of the President's
Intelligence Oversight Board on these and other relevant findings
which arise from our work. Once each year, a senior inspector re-
views in depth all covert programs known to the department. This
review is carried pursuant to Executive Order 12334 which charges
the IG's and the General Counsels of the intelligence community to
report to the Presiedent's Intelligence Oversight Board concerning
intelligence activities that they have reason to believe may be un-
lawful or contrary to Executive Order of Presidential Directive.

Our review involves a very detailed reading of INR's files, inter-
views with senior offices in INR, the geographic bureaus, the Office
of Legal Advisor and also of the intelligence agencies. Each and
every covert program for which there is a Presidential Finding is
reviewed.

Beyond these regular reports, my office inspects the Bureau of
Intelligence and Research as part of our regular inspection of de-
partment bureaus. Coincidentally, an inspection of INR is now un-
derway personally led by Deputy Inspector General Anthony
Quainton. Ambassador Quainton is here with me today and to
answer any specific questions you may have about that inspection.

I should like to comment in general about that inspection of
INR. We have a total of 6 foreign service and civil service inspec-
tors working on this with Ambassador Quainton. The inspection
began in January and by the time we complete the job on April 1,
the team will have interviewed all of INR's 370 employees. They
are reviewing INR's analytical product, assessing the management
of INR's resources, people and dollars, and examining INR's effec-
tiveness as a coordinator of intelligence programs overseas.

They're looking at INR's work to judge the extent to which it has
been producing timely, policy relevant analyses and is carrying out
its coordination responsibilities to make sure that foreign intelli-
gence activities are consistent with the law and U.S. foreign policy
objectives.
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We're also looking at the question of the security of classified in-
formation in INR and we shall make appropriate recommendations
when we are completed.

I will be happy to provide this commitee with a copy of our final
classified report.

I should note that as we gather information through our offices
of audits, inspections and investigations, we too are deeply con-
cerned to preserve the security of the information we gather. To be
candid, this comes a little more easily to us than to most other
components of the government because OIG staffs are accustomed
to working daily with very sensitive material. Professionally and
by inclination, we are clams. And at State, where we handle a very
huge volume of classified material, we release our classified reports
only to those with appropriate clearances, including here on the
Hill.

We are particularly careful, of course, in all matters relating to
special category and other unusually sensitive intelligence.

With regard to the broader question of security, I have directed
the head of our Security and Intelligence Division in the Office of
Audits to give particular attention to questions of documentary and
physical security. And that shop will be looking especially at the
programs of the Bureau of Diplomatic Security, beginning with the
training of its special agents. As in the case of ACDA, we shall
eventually be examining all aspects of the department's security
programs.

An area of great concern to me and to the Secretary has been
security at our Embassy in Moscow. Last October, accompanied by
a senior inspector and by my Assistant Inspector Generals for
Audit and Investigations, I reviewed the very complex security and
logistical difficulties faced by our Missions in the Soviet Union and
in Finland. On our return, I discussed our findings with the Secre-
tary, Deputy Secretary, the appropriate bureau heads and with
senior officials of the intelligence agencies. And my formal report
to the Secretary makes specific recommendations for enhancing se-
curity, counterintelligence and operational control over the entire
Moscow project. These recommendations are currently under
review with the highest levels in the Department.

In short, Mr. Chairman, security is a very high priority for my
office. As we review the management and implementation of U.S.
foreign policy, we will be acutely aware of security and counterin-
telligence concerns. And of the absolute necessity that our govern-
ment's covert programs abroad be carried on in full compliance
with the law and applicable Presidential Findings. I know this is a
concern of your committee, as evidenced by our being here today.

Thank you, sir.
[The prepared testimony of Mr. Funk follows:]
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PREPARED STATEMENT OF SHERMAN M. FUNK, INSPECTOR GENERAL,
DEPARTMENT OF STATE

Mr. Chairman, Members of the Committee:

It is a great pleasure for me to testify before your
Committee on S.1818, the National Security Reform Act of 1987.

As the Committee has requested, my testimony will focus
on how the statutory IG is working at the State Department and
our ability to inspect intelligence programs and activities. I
hope that this experience will assist the Committee in its
deliberations on S.1818.

This is my first opportunity to appear before this
Committee since the creation of the new Office of Inspector
General. As you know, my office was created pursuant to
P.L. 99-399 of August 17, 1986, and was formally established on
August 27, 1986. I was sworn in as the first statutory
Inspector General on August 14, 1987. Previously, I had served
for six years as IG of the Department of Commerce.

As Inspector General, I operate with complete independence,
reporting only to the Secretary and Deputy Secretary. I have
total access to Department personnel and records. In order to
ensure that my office is fully informed of all management
issues, I sit as an ex officio member of the Department's
Management Council and the Internal Controls Steering Committee
which oversees the Department's compliance with the Federal
Managers' Financial Integrity Act.

The Arms Control and Disarmament Amendments Act of 1987,
signed by the President on December 24, 1987 gave me a second
hat as the Inspector General of the Arms Control and
Disarmament Agency. The Act also directed me to conduct a
survey of physical,-personnel, document and communication
security programs and practices in ACDA not later than 90 days
after enactment. We currently have an audit team working on
this project, and I will report the results to Congress.

The new Office of Inspector General has a heavy burden of
work, covering 334 foreign posts and all domestic offices of
the Department of State and ACDA. One of my main jobs, in the
six months since I assumed my new responsibilities, has been to
recruit a highly-qualified staff to carry out our broad
mandate. The office has a total of 236 authorized positions,
of which 111 are either on board or selected and awaiting
security clearances. Although far short of our authorized
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ceiling, we are carrying out a vigorous and far-ranging program
of inspections, audits and investigations. Earlier, the
inspection function in State was carried out by the Office of
Policy and Program Review, pursuant to Section 209 of the
Foreign Service Act of 1980. To avoid costly and unnecessary
duplication, the Secretary merged that office into mine last
summer.

In this fiscal year, we have already inspected the large
U.S. missions in'the Philippines, Japan, West Germany, Spain,
Portugal and El Salvador. We are currently inspecting 18 posts
in Western and Southern Africa, the Caribbean, and Switzerland
as well as the Bureau of Intelligence and Research and the
Office of Foreign Missions. We are also carrying out a special
review of the crisis management capabilities of the
Department. Our audit office is actively reviewing a range of
functional problems in the areas of security, overseas
construction, financial management and consular fraud. Our
Office of Investigations had a case load of 182 cases as of
January 31, 1988. I have brought copies of our semiannual
reports for the periods October 1, 1986 to March 31, '1987 and
April 1, 1987 to September 30, 1987. These reports provide
detailed information on the activities of the office and on the
most important findings and recommendations.

Mr. Chairman, you have expressed an interest in how my
office reviews intelligence programs and activities. In the
course of each overseas inspection, the senior inspector, who
is usually a former Ambassador, is tasked with personally
assessing relations between the Chief of Mission and
intelligence components of the Embassy. On his return, the
senior inspector reports to me on these relationships and on
any problems which he has observed. In addition, he reviews
intelligence activities to determine, within the constraints of
time and access, whether there are any apparent violations of
law involved in intelligence programs in the country being
inspected. On a quarterly basis, I report to the Chairman of
the President's Intelligence Oversight Review Board on these
2nd other relevant findings which arise from our work. In
addition, once each year a senior inspector reviews in depth
all covert programs known to the Department. This review is
carried out pursuant to Executive Order 12334 of December 4,
1981, which charges Inspectors General and General Counsels of
the Intelligence Community to report to the President's
Intelligence Oversight Board concerning intelligence activities
that they have reason to believe may be unlawful or contrary to
Executive Order or Presidential directive. Our review involves
a detailed reading of INR's files and interviews with senior
officers in INR, the Geographic Bureaus and the Office of the
Legal Advisor. Each and every covert program for which there
is a presidential finding is reviewed.
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Beyond these regular reports, my office inspects the Bureau
of Intelligence and Research as part of our regular inspections
of Department bureaus. Coincidentally, an inspection of INR is
now under way, personally led by Deputy Inspector General
Anthony Quainton. Ambassador Quainton is with me today to
answer any specific questions you may have about that
inspection.

I should, however, like to comment in general terms on the
INR inspection. A total of six Foreign Service and Civil
Service inspectors are working with Ambassador Quainton. The
inspection began in January and, by the time we complete the
job on April first, they will have interviewed all of INR's 370
employees. They are reviewing INR's analytical product,
assessing the management of INR's human and financial resources
and examining INR's effectiveness as a coordinator of
intelligence programs overseas. Having obtained all the
appropriate clearances, the inspectors are looking at INR's
work to judge the extent to which it is producing timely,
policy-relevant analysis and is carrying out its coordination
responsibilities to ensure that foreign intelligence activities
are consistent with law and U.S. Foreign Policy objectives.
The INR inspection team will also be looking at the question of
the security of classified information in INR and will be
making appropriate recommendations to management in this
regard. I would be happy to provide to the Committee a copy of
the final classified inspection report.

I should note that as we gather information through our
Offices of Audits, Inspections, and Investigations, we also
preserve the security of the information we gather. This comes
easy to us, because OIG staffs are accustomed to working daily
with very sensitive (but usually unclassified) material. Our
people are professional clams. At State, where we handle a
huge volume of classified material, we release our classified
reports only to those with appropriate clearances -- including
Capitol Hill. We are particularly careful to maintain controls
in all matters relating to special category and other sensitive
intelligence.

With regard to the broader question of security, I have
directed the Security and Intelligence Division of the Office
of Audits to give particular attention to questions of
documentary and physical security. It will be looking
especially at the programs of the Bureau of Diplomatic
Security, beginning with the security and counterintelligence
training of its special agents. As in the case of ACDA, we
shall be examining all aspects of the Department's security
program.

An area of great concern to me and to the Secretary has
been security at our Embassy in Moscow. Last October,
accompanied by the Assistant Inspectors General for Audit and
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for Investigation and a senior inspector, I reviewed the very

complex security and logistical problems faced by our Mission

in the Soviet Union in Finland. On our return, I discussed our

findings with the Secretary, Deputy Secretary, Department
bureau heads, and with senior officials of the intelligence
agencies. My formal report to the Secretary makes specific

recommendations for enhancing security and
counterintelligence. These recommendations are currently

under review at the highest levels of the Department.

In short, Mr. Chairman, security is a very high priority

for my office. As we review the management and implementation

of U.S. foreign policy, we will be acutely aware of security

and counter intelligence and of the necessity that our

Government's covert programs abroad be carried on in full

compliance with law and applicable presidential findings.
This, I know, is a concern of your Committee as evidenced by

S.1818 which we are discussing today.

I would be happy to answer any questions you may have.
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Chairman BOREN. Thank you very much. I thank all three of you
for your comments.

We will now follow the procedure of rounds of questions of 10
minutes each for members of the committee and then we will go on
to a second rotation if we need to do that.

Let me ask, in regard to those covert actions which are undertak-
en under Presidential Findings, did I understand both of you to in-
dicate that you do have the full ability to go into and to audit those
activities?

Ms. BROWN. We have full access to anything going on in the de-
partment.

Chairman BOREN. Even if it includes highly compartmented con-
fidential activities that might be being pursued under a Presiden-
tial Finding?

Ms. BROWN. Yes sir.
Chairman BOREN. Within your organization itself, is ther com-

partmentation? We do this even with our own committee staff.
Members of the staff are compartmented and one member of the
committee staff doesn't necessarily know with what another
member of the staff is dealing. Is this also true within both of your
offices?

Mr. FUNK. Yes sir. Strictly a need to know. And our security and
intelligence shop would be the main focus of that.

Chairman BOREN. Let me go back again to Defense, with the Na-
tional Security Agency and Defense Intelligence Agency, those ac-
tivities including those in which there is a cooperative relationship
with the Central Intelligence Agency, you have full access to all of
their programs as well?

Ms. BROWN. Yes sir.
Chairman BOREN. In regard to the illegal intelligence activities, I

believe Mr. Funk mentioned this, you stress and you are always
alert to see if there was illegal activity, one not coordinated proper-
ly under a Finding nor conducted properly under a Finding and
that this would be reported to the Intelligence Oversight Board?

Mr. FUNK. Yes sir.
Chairman BOREN. Does that requirement only run to the Intelli-

gence Oversight Board or is there also any procedure under which
these activities should be reported to the Intelligence Committees
of the two respective Houses?

Mr. FUNK. I have no specific requirement to do that. Obviously,
the law does require me, in the Inspector General Act, P.L. 95-452,
it does require that if I encounter any serious or egregious prob-
lem, I have an obligation to report that to the Congress through
the Secretary.

Chairman BOREN. Through the Secretary?
Mr. FUNK. Yes sir.
Chairman BOREN. So you would report it to the Secretary. What

if the Secretary said--
Mr. FUNK. The Secretary has 7 days to comment and pass it on.

But he cannot change it.
Chairman BOREN. He cannot change it?
Mr. FUNK. No sir.
Chairman BOREN. And he must pass it on?
Mr. FUNK. Yes sir.
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Chairman BOREN. And if he refuses to pass it on, it would be
your obligation to notify the Congress of that refusal?

Mr. FUNK. I cannot conceive that happening, but yes sir.
Chairman BOREN. Right. I can't conceive of it happening under

this Secretary either.
Well, let me go back again to covert actions. If there are covert

actions or if there are programs conducted pursuant to Presidential
Findings that are covert activities, highly sensitive, would your re-
ports-as you know, one of the reasons for setting up the two Intel-
ligence Committees was to try to constrain oversight over the most.
sensitive programs to those committees. Obviously, there are occa-
sions where our jurisdiction overlaps, for example, that of the
Armed Services Committee. But would those reports, if there are
areas-covert actions undertaken under Findings which would fall
under the oversight responsibility of the Intelligence Committees,
be reported broadly to other committees of Congress as well or
would that be constrained only to reports through the Secretaries
to this committee or to the Armed Services Committee if it were
appropriate?

Ms. BROWN. We take rather extraordinary measures to keep
these reports secure. The reports are typed and maintained within
the activities that are being reported on. We have locked safes
within that area.

And of course only somebody with the proper clearances includ-
ing Members of Congress and committees, would ever have any
access to that material.

Even our own people have to go over there to read reports.
Chairman BOREN. Are there guidelines as to which committees

have jurisdiction over an appropriate program? I'm thinking, for
example, obviously every Member of Congress is deemed to have
requisite security clearances. But if I were acting in my capacity as
a Member of the Agriculture Committee and I were not a Member
of the Intelligence Committee, would I have the right to come in
and receive the Inspector General's report even though I was not a
member of the committee of jurisdiction on, let's say, some very
sensitive activity issued pursuant to a Presidential Finding?

Mr. FUNK. Speaking for myself, I would certainly keep that
rather rigidly limited to the Intelligence Committees, on this side
of the Hill and on the other side.

Ms. BROWN. Yes sir. Same thing. And certainly the Intelligence
Committee would be notified so that they would have some control
and knowledge of--

Chairman BOREN. Control over distribution. Because often things
are funneled to our committees and then sometimes it is appropri-
ate for us to share it with Foreign Relations Committee or with the
Armed Services Committee and other times it is not.

Mr. FUNK. If I can draw a rough analogy, sir?
We have source information that we never disclose even to the

Hill. We would disclose it if it were-if it's classified, if it's not in-
volving a sensitive matter such as intelligence, I'll be happy to
show it to the Chairman of the Committee. But the source informa-
tion itself is never disclosed.

Chairman BOREN. So it's the same kind of protection of sources
and methods that we attempt to operate under on this committee?
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For example, it's a very rare circumstance-it's very difficult for
me to think of a circumstance in which I would ask for the identity
of an agent by name for example, or some very highly sensitive
source. So those are the same kinds of procedures that are fol-
lowed.

Mr. FUNK. For example, that information, if it is in the work
papers of our auditors or investigators will be rigidly segregated.

Ms. BROWN. I was going to say as well that in any public listing
such as an attachment to the semi-annual report or part of it, we
do not list the special access program reports. So the reports them-
selves, there isn't even a listing that would be available.

Chairman BOREN. Not even a composite list. It's only available
again on an appropriate need to know or jurisdictional basis.

Ms. BROWN. That's right.
Chairman BOREN. Let me ask all three of you, we might begin

with the Comptroller General, in looking at the qualifications of
the kinds of people to be appointed Inspectors General, do you
think it is a plus or a minus that they have had experience with or
have been staff members of the particular agency to which they've
been assigned to be Inspectors General? In other words, is it good
for the person who is going to be Inspector General of the Defense
Department to have been in the Defense Department network? If
we were going to have an Inspector General, an independent In-
spector General for the CIA, would it be good if they came from the
Intelligence Community? Or would it be better if they came from
the outside not having previously been a part of that particular or-
ganization? Or can't we draw any generalities about that?

Mr. BOWSHER. I would answer that they could come from either
background. In other words, I think a person from outside with the
proper credentials and the proper attitude can do an excellent job
as an Inspector General in any agency that they had not been asso-
ciated with before.

You always have the plus if somebody has background in the
programs of that agency and that knowledge about the programs
that work in that, that that's good. But I think the independence
issue is, and the integrity and the attitude is the key to the whole
thing. And I think the Inspectors General that we've had on bal-
ance have done an excellent job. Many of them have come from
outside the agencies that they were appointed to.

Chairman BOREN. Let me ask just one follow-up question to you
before I turn to Ms. Brown or Mr. Funk. As I mentioned in my
opening remarks, in the early period, there was an argument that
since Inspectors General were Presidential appointees, there would
be the potential for a political coloration in the appointment proc-
ess.

Have you found evidence of this as you've looked back over the
last 10 years? Have there been any cases where you have issued
negative reports about the work of an Inspector General or made
recommendation that that person be seriously disciplined or re-
moved?

Mr. BOWSHER. I remember that concern, Mr. Chairman, very
much, when the Act was being considered. And I think it was a
concern that came up again when the Reagan Administration-
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when they first came into office fired all the Inspectors General.
There was a great concern at that point in time.

But as we've looked at the Inspectors General and reviewed their
actions over the year, we have found really no case, really, that we
would say there was a political bias there that impacted on the
work that was done. So it seems to me that it has been a feature of
the Act that I think there was justified concern but the way it has
been handled, I think it has worked well.

Chairman BOREN. Have you had any occasion to recommend
either removal or serious disciplinary action against any?

Mr. BOWSHER. We have not.
Chairman BOREN. You have not.
Ms. Brown, if I could come back to you and Mr. Funk, maybe you

might tell us a little bit about your own backgrounds, your own ex-
perience, and whether or not you think that the person should, in
essence, come from the inside with the experience and the back-
ground in the particular agency in which they are assigned or if
you think it is better to come from the outside without past asso-
ciation with the agencies?

Ms. BROWN. Well, I have an accounting degree. I'm a CPA. I
have a MBA law degree. I was the first Inspector General of the
Department of Interior in 1978. And I had worked in Interior for
about 5 years prior to that.

I was the Inspector General for NASA for 4 years. Had no prior
experience with NASA prior to working there. And then recently
have been appointed to the Defense Department. I had worked at
Defense for 4 years or so very early in my career at a much lower
level. Long enough to learn the acronyms and that was helpful.
But beyond that, I did not have experience in the Department of
Defense.

Chairman BOREN. Would it have compromised you, do you think,
if you had had experience? Or would you still be able to function
independently?

Ms. BROWN. No, I do not think it would have compromised me. I
think-well, I agree with Mr. Bowsher in that the person could be
from inside or outside if they have the appropriate credentials and
background that would complement the position and the right atti-
tude.

Chairman BOREN. Mr. Funk?
Mr. FUNK. I was a bit of a mugwump. I am a bit of mugwump in

the fact that I believe at least when I was appointed I was the only
IG that did not have a direct background in auditing, law, or crimi-
nal investigation.

My background essentially was one of management. Aside from
business experience, teaching experience, I spent many years in
the Pentagon, part of which time I ran the Air Force cost reduction
program which was not an activity which generated much love.

I've been in the Commerce Department and Energy. When I
went back to Commerce as the Inspector General, I was a bit wor-
ried about the perception that I was going back to oversee a depart-
ment in which I had worked for a number of years, albeit in an-
other job. That did not turn out to be a valid fear. The perception
wasn't there and I certainly don't believe I acted in that way. So I
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share the feelings of Chuck Bowsher and June Brown that I think
this depends upon the integrity of the individual.

There's a special problem, though, in the Intelligence Communi-
ty. You have to know what to ask. That's a large part of the job in
being an IG. And imposing somebody from outside the Intelligence
Community I think might prove a very serious handicap.

Chairman BOREN. If we were to establish an independent Inspec-
tor General for the Central Intelligence Agency, do you think that,
in this particular case, it would probably be beneficial to have
someone with some background and experience in the Intelligence
Community?

Mr. FUNK. Yes sir. Absolutely.
Chairman BOREN. If we were to establish an independent Inspec-

tor General for the Central Intelligence Agency, do you think that,
in this particular case, it would probably be beneficial to have
someone with some background and experience in the Intelligence
Community?

Mr. FUNK. Yes sir. Absolutely.
Chairman BOREN. Ms. Brown, do you agree with that?
Ms. BROWN. Yes. I think that would be an absolute requirement.

Not necessarily from the agency, but certainly an intelligence
background.

Chairman BOREN. In the Intelligence Community in general?
Ms. BROWN. Yes sir.
Chairman BOREN. Mr. Bowsher, any--
Mr. BOWSHER. I think it would be helpful. I really do because of

the point. But I don't think it is essential. I think you could also
have somebody that goes in there and-in other words, you are
going to have people in your department who know the Intelli-
gence Community and I think a leader, a strong leader and a
person who has a probing mind can do it.

Chairman BOREN. Thank you all very much. Senator Specter?
Senator SPECTER. Thank you, Mr. Chairman.
Ms. Brown, I note from your statement that as Inspector General

of the Department of Defense you investigate, audit the Defense In-
telligence Agency, DIA. This would appear to be a very similar
function to the proposed legislation on the CIA IG. What has your
experience been as Inspector General of the Department of Defense
with IG functions over the Defense Intelligence Agency?

Ms. BROWN. Well, we've had no problems. As I mentioned in my
statement, we have special people that are designated there and
observe extraordinary measures to make sure that there aren't any
violations at the security requirements. But we've been able to suc-
cessfully, using normal audit and investigative procedures, work in
that agency.

Senator SPECTER. And the issues of dealing with classified mate-
rial have not in any way impeded the Defense Intelligence Agency
from carrying on its functions or from you carrying on an Inspec-
tor General's independent function?

Ms. BROWN. No sir. We have never had any problem that has
arisen in that area.

Senator SPECTER. Well, you also conduct the independent Inspec-
tor General function of the National Security Agency? And I be-
lieve it would be hard to have an agency which would have more
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classified information than the National Security Agency. And I
would ask the same questions. Has there ever been any problem of
confidentiality of the National Security Agency being respected
and at the same time enabling your independent Inspector General
to carry on your functions?

Ms. BROWN. There have been no problems.
Senator SPECTER. And you also conduct the IG function with re-

spect to the Defense Nuclear Agency? Could you describe briefly
what sensitive issues, if any, are involved with the Defense Nuclear
Agency?

Ms. BROWN. Well I have with me Al Madison who has worked in
this area exclusively for a while. Not just the Nuclear Agency but
in the intelligence programs. If I.may, I'd like him to answer that
question.

Senator SPECTER. That would be fine. Would he please identify
himself by name and position.

Chairman BOREN. I'd be happy for you to just move up to the
table.

Mr. MADISON. I'm Al Madison. And I work with the DOD Inspec-
tor General's organization. I work for the Assistant Inspector Gen-
eral for Auditing, Program Director for General Intelligence and
Special Programs and Security.

The issues at the Defense Nuclear Agency are the same that you
would find at the Defense Intelligence Agency.

Senator SPECTER. Highly classified matters?
Mr. MADISON. Highly classified. One deals in foreign intelligence

and at the DNA they would concentrate primarily on nuclear intel-
ligence detection, reporting and so forth. But the issues there are
essentially the same. You are protecting classified intelligence in-
formation, sources and methods.

Senator SPECTER. Mr. Funk, I note from your statement that in
the State Department you also have independent Inspector General
functions on intelligence programs and activities.

Mr. FUNK. Yes sir.
Senator SPECTER. That obviously involves highly classified mate-

rial?
Mr. FUNK. It does indeed.
Senator SPECTER. Has there ever been any problem on your car-

rying out your independent function of that kind of intelligence ac-
tivities?

Mr. FUNK. No sir.
Senator SPECTER. Mr. Bowsher, you have specified the benefits

which you have seen come to the federal government from inde-
pendent Inspectors General and you categorize one as successful
prosecution of wrongdoers increased from 2,099 to 4,094 cases. Over
what period of time was that increase noted?

Mr. BOWSHER. For the fiscal years 1982 through 1986.
Senator SPECTER. And you have specified that investigative recov-

eries rose from $45.3 million to $191.8 million dollars. Is that over
that period of time?

Mr. BOWSHER. That's correct.
Senator SPECTER. And what kind of investigative recoveries in

general do you refer to at page 4 of your statement?
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Mr. BOWSHER. Well, they could be-see, these would cross all the
departments that have the agencies. So these are recoveries that
have been sought against contractors or other people there that
have been challenged in that. So I think that it's a wide variety,
you might say.

Senator SPECTER. And you note the sanctions against contractors
or officers doing business with the federal government increased
from 502 sanctions to 2,047. Is that from the same period of time,
1982 through 1986?

Mr. BOWSHER. Yes. That's correct.
Senator SPECTER. And what estimate would you have, if any, on

the deterrent factor? In addition to the infractions and savings
which were detected, what estimate would you have as to how
many they discourage to deter?

Mr. BOWSHER. You can't quantify that, but I think that is one of
the most important factors to be considered in setting up either an
Inspector General or have an outside audit. And that is that if
people in the agency, whether you are in the private sector or in
the public sector, know that somebody's going to come along and
look at something, I think there is a great deterrent there to not do
something dumb, not to do something illegal. It doesn't always
deter people, but I think it is a big deterrence. And I think it is an
important deterrence.

Senator SPECTER. And to what extent, if at all, does the inde-
pendent factor play on that important consideration?

Mr. BOWSHER. I think the independent factor is important be-
cause I think-and the permanence. In other words, I think that
one of the things that is important here is that the organization
understand that that function is going to be there, it's going to be
well staffed over a number of years, there's going to be a number
of investigations, a number of audits done. Once you have that
mind set in an organization, then I think people are much more
inclined to be careful as to what they are going to do and what ac-
tions they are going to take.

Senator SPECTER. Ms. Brown, returning to you, on a provision of
S. 1818-this is noted and picked up specifically in Mr. Bowsher's
statement, but I'd like to direct this question to you in any event-
it's noted that section 4(A)(3) allows the Director of the CIA to pro-
hibit the Inspector General from initiating, carrying out or com-
pleting any audit or investigation. But if the Director exercises this
power, he must submit the reasons for doing so within 7 days to
the Intelligence Committee and the Permanent Select Committee
of the House of Representatives. And this provision is similar to
section 8 of the Inspector General Act which allows the Secretary
of Defense to prohibit certain Inspector General audits and investi-
gations to preserve national security interest.

And my question to you is has the Department of Defense IG
ever had to use this provision?

Ms. BROWN. No sir. I think the provision is a protection that we
will have access to the information but we've never had the Secre-
tary exercise that power.

Senator SPECTER. Mr. Bowsher, it seems to be a protection that
really works both ways. It gives the Director or the Secretary of
Defense the authority to stop the independent Inspector General
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from carrying out an investigation if the Secretary chooses to justi-
fy it to the Oversight Committee. And similarly, under the pro-
posed bill, S. 1818, the Director of the CIA can preclude the inde-
pendent Inspector General from issuing subpoenas or carrying out
an investigation so long as the matter is called to the attention of
the Oversight Committee and the Director of the CIA, like the Sec-
retary of Defense, is prepared to justify it.

And my question is, does that provide a good balance for inde-
pendence but still controlled by the Director or Secretary with the
Congressional Committee being the ultimate arbiter?

Mr. BOWSHER. Yes. I think it is an excellent balance because I
think what it does is it prevents the undue expansion of people
having to be involved in something that might be justified in keep-
ing it very compartmentalized, very contained, but these are very
few and far between. In other words, in general, they are not the
big dollars in this. What we're talking about here is something that
is very sensitive and therefore it does allow the judgment of our
senior leadership both from our executive branch and in the con-
gressional branch to make a judgment.

But everybody knows that that judgment is being made and I
think that is very important. So I think it is a good balance.

Senator SPECTER. That leads to really the ultimate question of
judgment and I'd like the comment of all three of you on this.

The Inspectors General have been devised to provide professional
independence in each department but because of the limitations as
to what congressional oversight committees can do. There's no
more diligent chairman in the history of Capitol Hill than Senator
Boren on the Intelligence Committee, and I don't say that just to
make a point. But there are limitations as to what any committee
can do. And I would like your evaluations as to the importance of
the independent Inspector General to be in there on a daily basis
ferreting out the information so that it is called to the attention of
the appropriate congressional oversight committee in an independ-
ent way if in fact it is not caught by some other force within the
department.

Mr. Funk, would you start on that?
Mr. FUNK. There is no bigger fan of IGs than myself having been

one now for 7 years in two different cabinet agencies. I have seen
the remarkable impact that it can have.

There is one aspect that goes back to a point that the chairman
mentioned which might be troublesome in the case of the Central
Intelligence Agency. The language of S. 1818 now calls upon the
semi-annual reports and other reports, formal reports to be trans-
mitted through the intelligence committees of either House. I have
no difficulty with that and that's how it should be. But we also
report to all Members of the Congress and there are many mem-
bers of the Hill who feel perfectly free to call on us if they have a
specific problem whether it ranged from a constituent complaint
they feel is unanswered properly to something more substantive.

And I'm sure that Mr. Bowsher gets more than his fill of these
kind of things as do all the other IGs. And the language does not
preclude this from happening. Now I realize that Senate Resolution
400 says that everything should be through the intelligence com-
mittees. But that doesn t-that's not carried out in S. 1818. And
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this might pose a difficulty. If some other Member of the Congress
feels inclined to ask an Inspector General for information, not
termed in the framework of a formal report or a semi-annual
report, but just a specific inquiry, and since we are obligated by
law to report fully and currently, this might pose a bit of a prob-
lem. And I would suggest that--

Senator SPECTER. Well, then, you would recommend a modifica-
tion in the statutory language to cover that problem?

Mr. FUNK. If there were to be a statutory IG. Yes sir.
Senator SPECTER. And if that statutory change were to be made,

do you think that problem could be easily corrected?
Mr. FUNK. With strong will power, yes sir.
Senator SPECTER. Well, you certainly have that.
Ms. Brown, I'd appreciate your comment on that underlying

question as to the helpfulness of having the independent Inspector
General to cover the gap that congressional oversight can't possibly
cover.

Ms. BROWN. Well, I've been an Inspector General since the first
group was appointed as a result of the 1978 Act, with a small gap
there when I went into another job.

But I feel that the progress has been tremendous, both because of
the coordination within the agency, bringing all the resources to-
gether so that one person can offer the kind of visibility that is
gained by having congressional oversight and having direct report-
ing authority to the Secretary.

I'm a very strong supporter of the Act. I feel every agency testi-
fied against having an Inspector General prior to having one.

Senator SPECTER. You say every agency testified against having
an independent Inspector General?

Ms. BROWN. Yes sir.
Senator SPECTER. Every one?
Mr. FUNK. Except one. I was informed by the Arms Control and

Disarmament Agency when I made that same comment that Ms.
Brown just made, I was told that they were the only agency that
ever solicited an Inspector General.

Senator SPECTER. So it's eighteen to one?
Ms. BROWN. Well, there has been a great reluctance. The posi-

tion, of course, has to be operating in the proper manner and with
the proper attitude to be successful. But that has happened in each
case and I think that the concept has proven itself. So I feel it has
been very successful and could continue to be.

Senator SPECTER. Mr. Bowsher?
Mr. BOWSHER. I think it has been a successful program too. I

think one of the great concerns at the beginning and it was one
that I had concern about, was could the Inspector General have a
positive working relationship with the head of the agency and still
have a reporting relationship with the Congress?

I think that's worked out quite well really as I watch the way it
is evolved. Sometimes there is a little tension, I'm sure, in the de-
partments and in the agencies, but at the same time, I think it
forces responsibility. I think it forces responsibility by the Inspec-
tor General, by the head of the agency, and by the Congress. And
so I think it has worked out quite well.
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I think another thing too about the Inspector General concept
and legislation is it has put in a permanent function here that is
working well and we didn't have that before. In other words, what
we used to have is sometimes an audit function or an inspection
function or an investigative function that would work well at times
if it was given the adequate resources or if it was given the ade-
quate leadership by the agency head. And when I read Judge Web-
ster's statement here, I can see he is putting in a good program.
And I have a high regard for Judge Webster.

But I think the Congress, as they consider this legislation ought
to consider will it be there 10 years from now. Will it be there 5
years from now. I think that that's awfully important.

Senator SPECTER. I believe my time is up, Mr. Chairman, on this
matter.

Chairman BOREN. Thank you very much, Senator Specter.
I just have one remaining question that I would like to ask and

then we can have you complete any additional questions you have
before we proceed to Judge Webster.

Are the people that audit these very highly compartmented sen-
sitive programs, subject to special-I'm sure they all have the high-
est security clearances-are they also subject to any kind of vetting
by the polygraph of any kind?

Mr. FUNK. Not if Secretary Shultz has anything to do with it.
[General laughter.]

No sir, none of my staff is polygraphed. We all do have full
appropriate clearances. And that is depending upon the access we
need to specific information. But we're not vetted by the other
agencies or by our own intelligence operation except to make sure
that we do have the clearances we'll need when people come in.

Chairman BOREN. The clearances and the background checks are
all conducted but no use of the polygraph is made?

What about in the Defense Department?
Ms. BROWN. The people all have the clearances. And, of course,

again, it's need to know so they're read into the most sensitive pro-
grams as needed.

I have policy just speaking to my people here that is ready to
come up to me now that will establish the polygraph policy and it
would give them special polygraph for people in the intelligence
field and it would be renewed every 5 years.

Chairman BOREN. Right now they are not polygraphed? Is that
correct?

Ms. BROWN. No sir, they are not.
Chairman BOREN. And under this new proposal which I gather

it's a matter of policy decision yet to be made, would that be rou-
tine polygraphing or would that be polygraphing only if they
became the focus of investigation or would it be limited only to the
counterintelligence questions? How broad would that be? Please
don't hesitate to say if I'm going beyond what you're prepared to
discuss at this point, as I understand these are just recommenda-
tions coming to you and the final decision perhaps has not been
made.
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Ms. BROWN. It is routine inasmuch as everybody would be sub-
jected to it and it would be renewed on a regular basis. The final
decision hasn't been made yet as to what the questions would be.

Chairman BOREN. As to whether or not they would cover every
possible subject or whether or not they would be limited strictly to
counterintelligence attempts at access of information?

Ms. BROWN. I could not give you an accurate answer for that.
Chairman BOREN. That's not decided yet.
Thank you very much. I might ask Mr. Bowsher, apparently

there's not a common policy among departments then?
Mr. BOWSHER. We follow the policy of the agency that we are re-

viewing. If we are doing some highly sensitive weapon program at
Defense, why we would follow their policies. If we are doing intelli-
gence work, we get our clearances through the CIA, and we follow
their procedures.

Chairman BOREN. Their policy on polygraph?
Mr. BOWSHER. And we follow that. And have in the past.
Chairman BOREN. Thank you very much.
Senator Specter, any last questions?
Senator SPECTER. Yes I have just a few more, Mr. Chairman.
One concern that I have about the current CIA procedures re-

lates to the person holding the job of a non-independent Inspector
General and then going back into the CIA ranks. And being inter-
changeable in that kind of a position, I have a concern as to wheth-
er that would impede a person being as stringent as he or she
might were that person not to be a permanent member of the
agency but in for an independent Inspector General and then move
some place else.

And my question goes to you three experts as to what your view
of that would be, where you have someone in the CIA who is there
now, who could move from that position of dependent Inspector
General back to some other position within the agency, does that
provide the appropriate attitude and safeguard for the kind of vigi-
lance and performance necessary? Mr. Funk, would you mind start-
ing on that one?

Mr. FUNK. That's a very thorny question because the only abso-
lute answer is unattainable and that is some kind of foreknowledge
of the integrity, the guts, the will power of an individual.

You can do some of that institutionally by creating, by structur-
ing, by organizing. But the fact of the matter is that I don't care
how many protections you put to guard against somebody's inde-
pendence, if they are willing to surrender it, it only becomes a de
jure and not a de facto independence. So that's something which
should be kept in mind, sir. And unfortunately I don't know any
way of legislating an answer to that.

In terms of the fact that somebody may move back into an area
after having served as an independent IG--

Senator SPECTER. Well not as an independent IG, but as an In-
spector General say in the CIA today. As I understand it, the prac-
tice could be that a person would have that job and might be rotat-
ed back into the department. And the issue then arises as to
whether there is a sufficient insulation to get the proper job done.

Mr. FUNK. Well possibly in a different frame of reference, but
there are some similarities. One reason why the Congress created
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my own job as the first statutory IG in State, was because there
was a fear that a foreign service officer, no matter how well inten-
tioned, if he knew that he may be moving under somebody else's
authority that he was inspecting or reviewing at some time, might
be swayed in one form or another. That is obviously a fear. And
this is one reason why we have that grant of independence and
that grant of statutory authority.

But I just suggest, again, sir, that all those measures in the
world help to insulate but they do not ensure.

Senator SPECTER. Let me move on to another question because
we do want to conclude here with this round.

You testified, Ms. Brown, that there are 1500 Inspectors-1500
people in your department and 236 in the operation at State. And I
would ask you, Mr. Bowsher, what is your evaluation of the cost
effectiveness of that kind of a group in terms of what they find and
what they save?

Mr. BOWSHER. Well I think the statistics now after the 10 years
are quite clear that the cost effectiveness has been dramatic and
that is that these organizations, the Inspectors General, more than
paid for themselves and that's reported to the Congress, reported to
the President every 6 months. And so I think it is very cost effec-
tive and I think that's an important point because I think much of
the effort of the Inspector General would be on not necessarily the
highly covert operations but on somhe of the more costly programs
of the CIA where you have big dollars being spent. And I would
suspect that-in fact I wouldn't hesitate to predict that the statuto-
ry Inspector Generals office, whatever size it was created, would be
very cost effective.

Senator SPECTER. Are there many inspectors general who have
very large operations running into the hundreds of personnel?

Mr. BOWSHER. Well I think June's over there at Defense certain-
ly at 1500 and we have a few that are, I think we have a few that
are understaffed as a matter of fact.

I think, in fact, June, when you were at NASA it was always our
opinion and I think your opinion that the NASA Inspector Gener-
al's office was not large enough to do the job.

So I think we have a mixture on whether some of them are prop-
erly staffed or not.

Senator SPECTER. I'd like to raise one other subject and then con-
clude. And that is there is another provision of S. 1818 which calls
for a mandatory one year jail sentence for anybody who gives false
information to a congressional oversight committee providing that
if the person recants within 5 days that the provision is inoper-
ative. And we have seen regrettably quite a number of instances as
reported by the Iran-Contra Select Committee on information
which has been given to Congress which is false.

And my question is in your experience, do you find many false
answers to your inquiries and do you refer those matters for pros-
ecution under 18 United States Code 1001 which provides for pros-
ecution for false official-false information to a government agent?

Mr. Funk, I see you nodding-what I think is nodding in the af-
firmative. Would you take the first crack at that?

Mr. FUNK. Well I think that all of the Inspectors General have
had a series, in some cases many indictments or convictions of vio-
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lations of 1001. Yes sir. Now that comes from a wide variety of
sources.

Senator SPECTER. Do you find that too, Ms. Brown, the false
statements are given to you and there are many convictions that
come from those kinds of investigations?

Ms. BROWN. We've had numerous such incidents. Not so much in
the intelligence community area.

I think there we've had a lot of people that have been very, very
reluctant, that we've had to evidence our right to have information
before they felt comfortable in providing it. But I haven't noted
falsehoods in that area.

As Mr. Funk said, though, that is one of the things that we fre-
quently prosecute on.

Senator SPECTER. Mr. Bowsher?
Mr. BOWSHER. Yes. We do make some recommendations to the

Justice Department. And on balance, I think it is remarkable I
think most of the time we are getting very honest answers from
the people that we review in the government and in the private
sector. But occasionally you run into the situation.

Senator SPECTER. One of the concerns that I have that is in our
closed hearings where we do not have the matters publicly dis-
closed, we don't have any counter check. If there's a public hearing
like this one and witness gives false information, that is likely to
be heard by someone who will come forward knowing that the tes-
timony has been given and correct it. But in Intelligence Commit-
tee hearings, they are closed and material which is not truthful
has every likelihood of going undetected because it is being given
to Senators who have no independent knowledge.

Well, I thank you very much for your answers. I wonder, Mr.
Chairman, if it might be appropriate to ask your expert witnesses
to remain during Director Webster's testimony, Judge Webster's
testimony, because there may be some questions that will arise?

Chairman BOREN. Certainly. That would certainly be fine if they
are able to do so. And we will understand if time constraints make
that difficult or if at any point in time they find it necessary to go
on. But we certainly welcome their staying and being available if
there might be a desire to direct some more questions to them
during that period.

Senator SPECTER. Well, in your department you all have the sub-
poena power don't you.

Ms. BROWN. We both do.
Mr. FUNK. Say again, sir?
Senator SPECTER. You all have the subpoena power?
Mr. FUNK. Yes sir.
Mr. BOWSHER. Yes sir.
Senator SPECTER. As does this committee.
Chairman BOREN. Thank you very much. We appreciate the con-

tribution you've made to our deliberations today. And the testimo-
ny has been excellent. It has been excellent. It has been very in-
formative.

At this time, I think Judge Webster is available if we can notify
him that we're ready to proceed with his testimony at this time.
He is on his way.

[Pause.]
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Chairman BOREN. Judge Webster, we appreciate your being with
us today. I'm sorry; we should have sent for you a little sooner. We
moved to a conclusion more rapidly than we anticipated. We'd be
happy to have any of your staff join you at the table that you
would like to have join you.

We have heard, as you know, from the Comptroller General. We
have heard from the Inspector General of the Defense Department
and the Inspector General of the State Department who've given
testimony and given their views in regard to Senate Bill S. 1818, by
Senator Specter, which is pending before us.

At this time we'd be happy to have your opening comments and
then it will be our procedure to alternate the questions until the
committee has had an opportunity to ask all the questions that
they might like to propound to you.

So we would be very happy to have your views at this time both
on this proposed legislation and any comments that you might like
to make in regard to actions which you have taken since becoming
Director.

As you recall, the Iran-Contra Committee, in its final report,
drew attention to the fact that they did not feel there had been suf-
ficient resources available to the internal Inspector General system
within the agency and that some changes needed to be made. So we
would welcome your comments at this time on both the current bill
and any procedures or changes that you may have in progress
under your direction now that you have taken over as Director.

STATEMENT OF JUDGE WILLIAM WEBSTER, DIRECTOR OF
CENTRAL INTELLIGENCE

Judge WEBSTER. Thank you very much, Mr. Chairman. Senator
Specter.

I'm pleased to be here today to discuss my views on Section 4 of
Senate Bill S. 1818, the National Security Reform Act of 1987,
which pertains to the establishment of a statutory Inspector Gener-
al at the Central Intelligence Agency.

The purpose of the proposal, as I understand it, is to strengthen
the independence and objectivity of the Inspector General. As Sen-
ator Specter described it, it is to help assure lawful internal compli-
ance on matters which do not come within the purview of congres-
sional oversight. It would add the CIA to the list of Federal agen-
cies which currently have statutory Inspectors General.

Before I provide you with my thoughts on Senator Specter's
measure, I would first like to explain briefly what the CIA Inspec-
tor General currently does and how the Office of Inspector General
is now organized.

The CIA already has an Inspector General who is a senior officer
reporting directly to the Director of Central Intelligence and the
Deputy Director of Central Intelligence and who is subordinate
only to the DCI and the DDCI. In the conduct of his duties, the In-
spector General has unlimited and automatic access to all agency
records.

The Inspector General currently directs and coordinates the ac-
tivities of three groups-the inspection staff, the investigation staff
and the audit staff. These three groups conduct special investiga-
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tions when needed, routine inspections and audits. All elements of
the agency, both at headquarters and in the field, are subject to ex-
amination. Only the Director of Central Intelligence has the au-
thority to exempt a component or program from an inspection or
audit. To the best of my knowledge, no DCI has ever exercised this
power.

Before I explain the workings of the three groups under the di-
rection of the Inspector General, let me emphasize that, in addition
to his normal inspection, investigation and audit activities, the In-
spector General now has much broader policy and management
functions within the CIA. As a part of the new responsibilities that
I have assigned to that office, he will be directly involved in im-
proving overall agency management, ensuring accountability and
discipline, and encouraging the raising of standards and quality of
performance throughout the agency.

I see the office of Inspector General as performing another new
and perhaps even more critical institutional role, and that is devel-
oping our top managers and leaders of tomorrow. Henceforth an
assignment of the office of Inspector General will be a necessary
and meaningful component in the career development of our
brightest and most promising officers. I am personally commited to
the goal of identifying and bringing our best people to the office,
and I am pleased to say that we are already well on the way to-
wards fulfilling that goal.

The inspection staff, the first of the three groups under the su-
pervision of the Inspector General, conducts periodic investigations
of all agency components to ensure compliance with laws and regu-
lations. It also addresses problems brought to its attention and
evaluates management effectiveness. In compliance with Executive
Orders 12333 and 12334, the Inspector General, and for that matter
the General Counsel, will report to the extent permitted by law, to
the President's Intelligence Oversight Board any intelligence activi-
ties which he has reason to believe may be unlawful or contrary to
Executive Order or Presidential Directive. Likewise, the Intelli-
gence Oversight Act, Section 501 of th National Security Act of
1947, requires the agency to report to the Intelligence Committees
any illegal intelligence activity along with any corrective measures
taken or planned to be taken.

The investigation staff, the second of the three groups handles
complaints about employee conduct and reports of possible viola-
tions of law, regulations or procedures, and also investigates em-
ployee grievances and discrimination complaints. In the past 4
years, this staff has handled an average of two dozen investigations
that have culminated in formal reports, and an additional 75 infor-
mal inquiries and grievance referrals or consultations per year that
do not result in formal reports.

The audit staff performs independent audits of all matters relat-
ed to the receipt, disbursement, and application of funds and assets
available to the agency in accordance with audit standards which
the Comptroller General has established. The chief of the audit
staff reports the auditors' observations and recommendations to
the Deputy Director of the office concerned and and to other offi-
cials as appropirate. The Deputy Director must reply to audit rec-
ommendations within 60 days. If recommendations cannot be re-
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solved satisfactorily at operating levels, they may be referred to me
through the Inspector General for resolution.

Now as I stated earlier, there are no limitations on the scope of
audits and investigations. The investigators, inspectors and audi-
tors have complete access to any information within the CIA and
the DCI's staff elements both at headquarters and in the field.
Auditors, investigators and inspectors, as well as their supervisors,
are granted special clearances when needed to review extremely
sensitive compartmented activities.

Despite the many strengths of the investigation process, I discov-
ered that some areas of the Office of Inspector General needed to
be improved in the wake of the Iran-Contra affair. As you know, I
brought in a special counsel, Russell Bruemmer, to review the
agency's performance in the affair. In his report, Mr. Bruemmer,
who now serves as the CIA's General Counsel, pinpointed the fol-
lowing problems in the Office of Inspector General.

The number of investigators assigned to the investigation staff
were not enough to deal with the demands of a major investigation.

The investigators do not receive formalized training in investiga-
tive techniques when they rotate into this assignment.

And the investigators do not record their recollections as verba-
tim transcripts, signed statements, or formal memoranda for the
record.

The report of the Iran-Contra committees had earlier reflected
these concerns more generally by stating that the office lacked the
manpower, resources, and tenacity to uncover key facts learned in
other investigations of that matter.

At the same time, it is important to keep in mind that the Spe-
cial Counsel noted important strengths within that office. For in-
stance, he determined, in spite of the problems I just described,
that the Inspector General's staff performed well in determining
the agency's role in the Iran arms sale. In a matter of 6 weeks
after the Attorney General's announcment of the sales, the investi-
gation team produced a 40-page report on the agency's role and a
35-page chronology that have been proven to be essentially accu-
rate after many more months of additional testimony.

Nonetheless, in light of the apparent shortcomings of the Office
of Inspector General identified by the Iran-Contra committees and
my special counsel, I convened a steering group last November
composed of senior agency managers to recommend specific ways
in which the office could be improved. Its findings mirrored to a
large degree those of the Iran-Contra committees and the special
counsel. That is, that the office's manpower and the qualifications
of its personnel should be strengthened and its investigative staff
more rigorously trained to enable it to identify areas of potential
impropriety or violations of statutes and regulations better and to
identify clearly and deal properly with actual violations of law.

The steering group also determined that there was room for im-
provement in the role of the Inspector General himself, specifically,
-that the authority, status and image of the position should be en-
larged. Perhaps most important, the Inspector General's relation-
ship with me should be enhanced.

I have already implemented measures that I believe will go a
long way toward alleviating the problems that I have noted. Thus
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far I have taken steps to ensure that the Inspector General is rec-
ognized as being equivalent in rank and position to a Deputy Direc-
tor, subordinate only to me and to the Deputy Director of Central
Intelligence, and have ensured that both his inspection and investi-
gation reports are sent directly to me and to the DDCI.

I have taken steps to increase the staff of the office.
I have expanded the Inspector General's role to include becoming

directly involved in improving overall agency management, ensur-
ing accountability and discipline and encouraging the raising of
standards and quality of performance within the agency, in addi-
tion to conducting his normal investigation, inspection and audit
activities.

And I have appointed William Donnelly to head this enhanced
Office of Inspector General. Mr. Donnelly is a widely-respected
agency officer who, in 33 years with the agency, has compiled an
extensive operational, management and administrative background
that gives him a unique personal insight into a wide range of
agency activities.

Under my tenure the process of defining the duties and responsi-
bilities of the Inspector General will be a continuing and evolution-
ary process. Some other steps currently under development, but
not yet fully staffed, include strengthening agency regulations per-
taining to the Inspector General's responsibility; reorganizing the
office to include the expansion of the investigation staff; developing
training and investigative procedures; and identifying those activi-
ties which the Inspector General needs to review from time to
time.

Mr. Chairman, I am concerned that enactment of a statutory In-
spector General will actually prove to be counterproductive to the
effective inspection and investigation process at the CIA. First, the
use of the subpoena power could be counterproductive to obtaining
all the facts. Administrative actions are not criminal proceedings.
Voluntary cooperation is essential in learning the facts as soon as
possible and implementing any necessary corrective actions as
smoothly as possible.

I should also note that historically the fact that the agency has
had no subpoena power is no accident. As a result of a carefully
considered decision of the Congress in 1947, the agency was specifi-
cally not vested with any subpoena or law enforcement powers. It
was concluded then and I respectfully submit that it is true now,
that the CIA should not have any law enforcement powers or func-
tions apart from those of our security protective officers who guard
agency facilities.

Second, the subpoena power in many cases could not reasonably
be used in the circumstances in which the Agency operates. Realis-
tically, the Agency cannot go into court, risking disclosure of
sources and methods, to seek a court order to have a contractor
with which it has a covert relationship turn aver documents. Cur-
rently the Department of Justice and the FBI seek subpoenas on
the Agency's behalf. This system works well We have found, how-
ever, that there is more than sufficient leverage in the contractual
relationship itself. The bottom line is that the Agency investiga-
tions are not encumbered by the lack of subpoena power.
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Third, the proposed legislation would raise some ambiguity about
the statutory authority of the Director of Central Intelligence to
protect intelligence sources and methods and the authority of the
Inspector General to make independent decisions to release such
information. Because the statutory Inspector General would have a
significant amount -of independence from the DCI, our intelligence
sources and foreign liaison services may be reluctant to part with
information that will be available to an office independent of the
DCI. They are likely to believe, rightly or wrongly, that the Agency
will not be able to protect their information. We have a special con-
cern that our foreign intelligence sources may feel that the Agency
will not be able to protect their identities and that the personal
risk is too great to cooperate with the Agency.

Fourth, I would submit that it is simply unrealistic to expect
that establishing a statutory Inspector General will by itself re-
solve any perceived flaws and deficiencies in that office. In this
regard, it is noteworthy that in 1976 the Church Committee con-
cluded that the Agency needed to continue to expand and strength-
en its Inspector General staff, but it also pointedly refrained from
recommending that the Inspector General be established by stat-
ute. The Church Committee recognized, and I believe it remains
true today, that the best way to improve the performance of the
Office of Inspector General is to get highly qualified and trained
people to serve in the office and to make it clear to all employees
that they are expected to cooperate fully with the Inspector Gener-
al or risk severe consequences. I am convinced that we are now on
the right track in these areas.

Finally, apart from Senator Specter's proposed legislation, I note
that this committee has now formed it own audit group. The
Agency is of course fully supportive of this effort and is cooperating
with the committee's auditors.

The changes in the duties and perceptions of the Agency's In-
spector General and his staff that I have described are significant
ones. We are well down the road toward building an effective
means of ensuring compliance with laws, regulations, Executive
Orders and Presidential Directives. And so I ask that we be given
the opportunity to demonstrate the effectiveness of these changes,
rather than be forced to live with a system that fails to accommo-
date this Agency's unique concerns. For CIA, this is the better
course to take, and I am convinced that neither I, nor the Con-
gress, will be disappointed.

Mr. Chairman, this concludes my statement. And I am now
pleased to answer any of your questions.

Chairman BOREN. Thank you very much, Judge Webster.
We've heard from the Defense Department and the State Depart-

ment Inspectors General that they now have access to the most
sensitive compartmented programs in, let us say the DIA and the
NSA. They do this on a compartmented basis. There is participa-
tion by their departments in covert actions that are conducted pur-
suant to Presidential Findings.

Why is their participation any different, why would it create any
additional problems for there to be an independent Inspector Gen-
eral at the CIA of these kinds of programs since the independent
Inspector General is already looking at these kinds of programs
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within the Defense Department and the State Department? What
is the difference between the agencies that would cause you to
come to a different conclusion?

Judge WEBSTER. Mr. Chairman, I can only report to you my un-
derstanding of the relationships that exist as they have been ex-
plained to us. And you, of course, have heard their testimony.

But the Inspector General Bill relative to the Department of De-
fense emphasizes fraud, waste and abuse in govenment expendi-
tures, and permits the Secretary of Defense to have a close and
direct control over any other audits of sensitive information.

It's my understanding that he has an assistant, not an Assistant
Secretary, an Assistant to the Secretary who conducts and has
charge of all the more sensitive investigations and does so. They do
have access in an auditing sense to some of the more sensitive
records, but it is my understanding they do not practice any eval-
uation or management responsibilities as to those issues or issues
of propriety.

In terms of the State Department, I am not clear on that other
than I know that the INR aspect is limited in terms of the kinds of
information that is supplied to them, for instance, by our Agency.

The State Department is not an intelligence gathering organiza-
tion. It does not have the kind of assets and sources and foreign
liaison that we have. And I have outlined those problems to you in
my opening statement.

Chairman BOREN. Is there a difference then in the volume of re-
lationships with foreign nationals and foreign governments from
the point of view of providing sources and providing information?
Is there a difference, both in magnitude and in type, in terms of
the contacts that might be unsettled if they knew that there were
offices and independent Inspectors General that could access to
that information in addition to the Director of Central Intelli-
gence?

Judge WEBSTER. Absoutely, Mr. Chairman. And I don't think
that the-my understanding that in practice the Inspectors Gener-
al in State and Defense are focusing on fraud, waste and abuse in
the government and not on the kinds of things with which we deal.

And I not aware that any of the committees that have investigat-
ed the Iran-Contra or other matters have found any problems with
our auditing procedures which would require any kind of outside
approach.

Chairman BOREN. Let me ask one more question and then I'll
turn to Senator Specter. I raised this question earlier about illegal
intelligence activities with the Inspectors General at State and at
Defense. If they uncover evidence-potential evidence of a poten-
tially illegal intelligence activity, it is reported to the Intelligence
Oversight Board. They also look to see that the agencies have ap-
propriate procedures to make sure that their employees and their
staff members if they spot-I'm not talking about employees within
the Inspector General's office but anyone in the State Department
or anyone in the Defense Department if they are called upon or
have knowledge of an illegal intelligence activity, that there are
procedures in place to make sure that those individual employees
know that they are to report it to the Intelligence Oversight Board.
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We noted that, apparently, the current law does not also require
a report to be made to the Intelligence Committees if there is an
allegation of an improper or illegal intelligence activity. It is my
understanding that the independent Inspector General has an obli-
gation to report to Congress any illegal or improper activities. And
that this report goes forward; that the Secretaries of State and De-
fense can merely delay for, I believe a week was the testimony, a
presentation of that information to the appropriate committee.

I wonder if in the system that you've now set up, is there a simi-
lar protection that if the Inspector General of the CIA who reports
obviously to the Director just as the Inspectors General report to
the Secretaries in Defense and State if there is illegal action or im-
proper activity, they are obligated then to report it to the appropri-
ate congressional committee,

Do you envision having that kind of policy as well at the Central
Intelligence Agency with your one internal Inspector General or is
this still a matter that remains discretionary with the Director as
to whether or not to bring those matters uncovered by the Inspec-
tor General to the attention of the Intelligence Committee if the
Inspector General finds wrongdoing,

Judge WEBSTER. Mr. Chairman, I never though that I had any
discretion in this matter at all. I thought it was my firm obligation
as Director of Central Intelligence to keep those committees in-
formed, and that responsibility rested with me and that you should
hold me accountable for it.

Chairman BOREN. Again this is a matter upon which we're all
just now focusing. Specifically would there be any objection to es-
tablishing among your procedures a time limitation of some kind
in which you would if the Inspector General brought allegations or
findings, not findings to you after they looked into them of improp-
er or illegal activity, that you would report those to the committee
within a certain period of time,

Judge WEBSTER. I'd be happy to work that out as part of our pro-
cedures that you would be aware of and able to call me on.

Chairman BOREN. I understand I sit here as one Senator that has
not yet made any public pronouncement about how I feel about
Senator Specter's proposal, and he knows that I'm struggling with
this matter myself in terms of trying to be fair and to do what's
best for our country, to have as much accountability as we can
have, and independence as we can have, and yet be sure that we
protect the important sources and methods and that we also oper-
ate in a way that will continue our ability to get cooperation from
other nations. I think that's sometimes not fully understood. It's
not just a matter of how does Judge Webster as Director of the CIA
feel about this but how does the Director of a service in country X
that provides us with a lot of important information feel. How do
the political leaders in country X feel about whatever procedures
we set up. Because that can be a very limiting factor in terms of
what they give us.

I've been privileged since becoming chairman to talk with some
of the people in other countries, both political leaders and those in
the intelligence field who have very important cooperative relation-
ships with us. And of the messages that I've tried to convey to
them is that our committee is endeavoring to conduct itself in a
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way that we will be very careful to safeguard any information in
an appropriate way which involves their cooperation with us, so as
not to embarrass them or make them hesitant to cooperate.

But I think that it might go a long way toward making sure that
we have an accountability if we did have certain set procedures.
Because I think it is reassuring to the appropriate committees that
the independent Inspector General, if they uncover something,
report not only to the head of the department, Secretary of State
or Defense, but they also have an obligation to make sure that that
information goes forward to the appropriate committees. In this
case, they would be the two Intelligence Committees and only the
two Intelligence Committees so you would not have compartmented
information going to a myriad of committee as we've tried to pre-
vent by the very creation of these two committees.

That's something I would think should be considered whatever
the outcome is on this legislation.

Senator Specter, let me turn to you now for your questions.
Senator SPECTER. Thank you very much, Mr. Chairman.
Judge Webster, on the testimony immediately preceding your's

which you did not hear, the Inspector General of the Department
of Defense testified and put in a written statement that their inde-
pendent IG function covers the Defense Intelligence Agency which
would like the CIA, deal with foreign governments and foreign
sources and the Department of Defense Inspector General said that
that worked out just fine.

Would there be any real difference with the CIA?
Judge WEBSTER. I didn't hear the testimony, Senator Spector.

And I wouldn't want to take issue with the Inspector General who
certainly knows what their authorities are. But it is my clear un-
derstanding that they are severely circumscribed in access to com-
partmented information and that their own statute permits that.
And in fact, the designation of a special officer reporting to the
Secretary of Defense implements those constraints and that they
do not exercise the kind of probing access to DIA's sensitive sources
that that testimony might otherwise imply; that they simply do not
do that.

Senator SPECTER. Well, those Inspectors General are here and
they can supplement their testimony. But they have testified and
the State Department Inspector General testified about his activi-
ties with respect to State Department intelligence activities and
certainly the State Department deals as is there virtually exclusive
business with foreign governments. And when it came to the safe-
guard with respect to the Department of Defense, they have a pro-
vision just as set forth in S. 1818, that the Secretary of Defense can
stop the Inspector General from proceeding just as the Director of
CIA can stop the Inspector General from proceeding. But in the
event that conflict arose, then there would have to be a report to
the Oversight Committee, the Intelligence Committee in this situa-
tion.

What Senator Boren has commented about is some procedure
where it is mandated that you forward such information to the In-
telligence Committees. But the problem is that you are not always
going to be the Director of CIA. And where you testified that you
thought you had no discretion about forwarding information to this
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committee, our memories are fresh about a Director of the CIA
who did not forward the information to this committee.

And I think Comptroller General Bowsher has put his finger on
the essential point about institutionalizing the responsibility. Mr.
Bowsher testified about the confidence which he has in you person-
ally but asked what do we do 5 or 10 years down the road when
you are not around. And in your written testimony, you really put
your finger on this kind of an issue where you say at page 7, and
you repeated it orally, perhaps more important the Inspector Gen-
eral's relationship with me should be enhanced.

But the concerns that I have, Judge Webster, go beyond the
person and the personality of the Director to what we do in an in-
stitutional sense. And I would be interested in your addressing that
issue. What if the next CIA Director is more like the last then the
present one?

Judge WEBSTER. Senator, if you'll permit me not to use that par-
ticular frame of comparison.

Senator SPECTER. Well, you have my point. You can make any
reference you like.

Judge WEBSTER. I believe that the Director of Central Intelli-
gence has certain specific statutory obligations to the Congress.
And he is mandated in this respect by law.

I do not believe that the designation of a statutory Inspector
General gives you any more in real assurance that law violations
are going to be detected and reported than the accountability
which you have a right to expect of the Director fo Centeral Intelli-
gence.

Senator SPECTER. A right to expect. But do we get it? A right to
expect is only as good as the Director. So that comes back to my
central point. What if our next Director is more like the last than
the present? Or take the analogy your way.

Judge WEBSTER. Well, I think-and this is not a commentary on
any of the statutory Inspectors General-but in dealing with mat-
ters of the kind of sensitivity that we have here I think it is vitally
important that we have someone in place who is professionally ori-
ented and selected with great care, as to character and personal in-
tegrity. And he is more likely to know under my system when
something is going wrong than under the system where they have
to go through those limitations that are described in the statute
with varying degrees of familiarity with this type of thing. Great
familiarity with auditing contractors and financial relationships
with the public, but not as much in this area.

And I would have much more confidence that an Inspector Gen-
eral like Bill Donnelly back there would identify impropriety and
wrongdoing and see to it that it is reported to you than I would be
assured that simply giving someone a statutory designation, not se-
lected by me, but selected through the Presidential political ap-
pointment process, would find, identify and report to you such ir-
regularities.

Senator SPECTER. Why question the Presidential political ap-
pointment process? It brought us Director Webster.

Judge WEBSTER. I walked into that trap, but there has to be a
Presidential appointment process for agency heads. In setting up
the Office of Director of Central Intelligence and the Central Intel-
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ligence Agency, the Congress considered this very carefully and de-
cided to have a minimum of Presidential appointees within the
Central Intelligence Agency.

There are only two Presidential appointees within the entire
Central Intelligence Agency and that was done on purpose to avoid
the political aspects of such a process at lower levels.

Senator SPECTER. The Congress has now reconsidered the issue.
Not this committee but the Iran-Contra Select Committees. And
they have gone into this issue in really great depth. Perhaps even
greater depth than we will this afternoon. And they come flat out
on page 425 of their 690 page report, saying the committees recom-
mend that a system be developed so that the CIA has an independ-
ent statutory Inspector General confirmed by the Senate.

Let me put on the record now, Judge Webster, really the con-
cerns which impelled me to introduce the bill. And they were the
concerns which were particularized by the Iran-Contra Committee
as its evidentiary or factual basis for coming to the conclusion
which I just read.

These are the kinds of materials which they specify under the
category of misleading testimony and I won't read it all because it
would take too long. But here are some Clair George, CIA Director
Operations, the CIA's chief of Central America Task Force, and El-
liott Abrams, Assistant Secretary of State, who testified in October
1986 before the House Permanent Select Committee on Intelligence
on the shooting down of the Hasenfus flight.

Abrams testified that the U.S. Government was not involved in
the Hasenfus operation. George, and the chief of Central America
Task Force, knew the testimony was incorrect but neither correct-
ed Abrams. George later apologized to the Select Committee
saying, "I was surprised that Abrams made that statement. It was
so categorical."

Then he goes on to comment about his failure to correct it. And
reading down a little bit farther, quote, "Similarly, the Chief of
Central America Task Force," and his name is not here because it's
classified, that's why they give the long title, "told the Select Com-
mittees that his testimony at the same time was, quote, 'Narrowly
defined', close quote, "thus reinforcing the impression that U.S. of-
ficials had no role in the private resupply operations."

He then says and, it is quoted here, "I was a member of the
team. I was a member of the Administration team. My frame of
mind was to protect it." This is a very abbreviated summary, but it
is important to really to ask you about how we can deal with it
institutionally. The Iran-Contra Committee says, "A pattern devel-
oped in the CIA of not seeking information that could cause prob-
lems for Administration policy if it had to be revealed to Con-
gress."

Now I'm skipping down a bit, "Deputy Director Gates told the
Senate Intelligence Committee that agency people from the Direc-
tor on down actively shunned information. We didn't want to know
how the Contras were being funded. We actively discouraged
people from telling us things. We did not pursue lines of question-
ing."

When Gates first heard Charles Allen's suspicions that a diver-
sion of funds had taken place, his, "First reaction was to tell Mr.
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Allen that I didn't want to hear any more about it." And the com-
mittee concludes this turned upside down the CIA's mission to col-
lect all intelligence relevant to national security. Such behavior is
both self destructive and corrosive of the democratic process.

Now given this recent experience, and given their voluminous
report and their extensive hearings and their volumes of evidence,
why shouldn't Congress now follow that recommendation and have
an independent Inspector General, especially in the face of the fact
that it seems to have worked in analogous circumstances with the
Defense Intelligence Agency?

Judge WEBSTER. Now, Senator Specter, in Iran-Contra we had an
unusual situation. And I know you don't want me to go through
the chronology of the National Security Council's incursion into re-
sponsibilities that should have properly have been exercised by the
Central Intelligence Agency.

There are those particular aberrations that complicate any
answer by using that as an analogy. Our Inspector General pre-
pared a number of reports which were utilized by my special coun-
sel and by me in determining what had happened and what admin-
istrative action should be taken.

And I thought that in the main, those reports were accurate and
forthright. I'm not aware in the history of statutory Inspectors
General of their having developed and produced for you or for a
court any similar level of impropriety. I don't think that blessing
them with a Senate confirmation makes them any more able or
any more responsive to their own sense of integrity than to have
someone selected and given responsibility and held accountable for
doing a good job.

Senator SPECTER. Judge Webster, haven't you already concluded
that the CIA Inspector General's report on Iran-Contra was inad-
equate?

Judge WEBSTER. I concluded as best I can from the records avail-
able to me that those portions of the report that dealt with the sale
of arms to Iran and all that led up to that aspect of the investiga-
tion was quite good and that there were significant pitfalls in the
investigation of the Contra side.

But I find nothing in those pitfalls that cannot be attributed to
professional shortcomings and practices that have already been
corrected. And nothing that I can see would indicate that would
have been alleviated by the appointment of a statutory Inspector
General.

Senator SPECTER. Well, Judge Webster, I think the Iran-Contra
Select Committees really go to the issue of independence. It isn't a
matter solely of professionalism. And if you have an independent
stalwart director like Judge Webster, then you don't need inde-
pendence.

But if you have Directors who do not have that kind of dedica-
tion, consider the disclosure non-discretionary, then you have those
kinds of problems.

Judge WEBSTER. Well, Senator Specter, if I may respond to that?
I appreciate the compliment, but I think it is very important that
my Inspector General have the kind of independence that requires
him to take appropriate action if for some reason I should step in
between him and his clear duty.
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Senator SPECTER. But he doesn't have that. He doesn't have that
authority now.

Judge WEBSTER. He has the obligation to make his reports to me.
And in large measure, I think that's the appropriate place for in-
spections, inquiries and audits to go. I have the obligation to report
any improprieties or illegalities to the Congress as well as to the
Intelligence Oversight Board.

Senator SPECTER. But what about disagreement between your
successor and the Inspector General?

Why not leave it up to the Intelligence Committee to hear the
matter and decide whether the Inspector General ought to proceed?

This bill allows your successor to stop the independent Inspector
General from investigating. But it requires that if that is done
within 7 days the Intelligence Committee has to hear about it, so
that there is oversight by the Congress in the event of disagree-
ment between your successor and your Inspector General. Why
not?

Judge WEBSTER. My reading of the bill is that it invites a good
deal more intrusion by Members of the Committee and others in
the Congress into the working affairs of the Agency through the
Inspector General other than the obligation to report infractions
and improprieties.

Senator SPECTER. Where do you see that, Judge Webster? I don't
think the bill does that.

Judge WEBSTER. Well I-that's my reading and my concern of it.
Does he work for me or does he work for you? And it talks about,
to keep the Congress fully informed by means of reports required
by subsection 8 and otherwise. I don't know what "otherwise"
means other than being on call.

And I really think that cuts into my obligation and my preroga-
tive to report to you and to be accountable to you for what's going
on in the Agency.

Senator SPECTER. Well suppose that provision were deleted and
he had the authority to conduct investigations which you disagreed
with but not to report them absent your agreement but in the
event of what clash, then to have the committee the final arbiter?

Judge WEBSTER. Well that course is an improvement over that
particular language, but it still leaves the--

Senator SPECTER. I don't think there's any intention, Judge Web-
ster, to have him over our employee. We simply want him to have
independence so that if there is a conflict between your successor
and him, that committee will hear about it.

That's all we want.
Judge WEBSTER. We have kind of a chicken and an egg problem.

Because you want to be sure that he has independence. I want to
be sure that his first obligation is to make me aware of problems,
and give me an opportunity to correct them to consult with him
and to report to the Congress, both on his recommendations and
what I think should be done about it.

Senator SPECTER. I agree with that. I agree that he ought to come
to you first. And that it ought to be your call. But if he sees it dif-
ferently than you do or if he sees it differently than your successor,
than that's the juncture where it seems to me that this committee
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ought to know about it. Because this committee doesn't have the
time to do his work.

So it's at that critical juncture, and perhaps we can accommo-
date your concerns and accommodate our concerns.

Judge WEBSTER. Well, of course, I want to accommodate your
concerns, and I've outlined mine in my statement, not the least of
which is our relationship with foreign services who have expressed
concern about these particular disseminations of information.

I guess we just have a different view of statutory Inspectors Gen-
eral in sensitive and unique places like the Central Intelligence
Agency. You're going to extract from my successor the same kinds
of commitments that I gave to you, I'm sure, before you confirm
him.

Senator SPECTER. I'm sure we'll get the commitments, but will we
get the compliance?

Judge WEBSTER. Well, I'm not sure that a statutory Inspector
General is going to find non-compliance. I think someone like Bill
Donnelly, selected by me for his competence and experience, is far
more likely to find that. And in the environment in which we work
today, it would be a very, very errant Director of Central Intelli-
gence who would not realize that there's very little he could do
that you would not ultimately know.

Senator SPECTER. Yes. But that's the key point, Judge Webster.
Ultimately may be a long time, like 14 months on the sale of arms
to Iran.

Judge WEBSTER. Well, the inspector process doesn't mean that
the Inspector General is spending his full time investigating the Di-
rector of Central Intelligence, I hope.

Senator SPECTER. Of course not.
Judge WEBSTER. And these are done on routine procedures or

where something evolves which suggests wrongdoing and the In-
spector General on his own or under specific instructions then fol-
lows through to find out what happened.

But he doesn't need to wait for me and has not been waiting for
me in conducting inspections. I've tasked him in some cases, and
he's been following up immediately in others.

Senator SPECTER. Well, there's a difference and the Inspectors
General who testified, the Comptroller General testified about the
issue of independence.

And I do believe that when you talk about your central concern,
I'm going to have our staffs work and I'm prepared to modify the
bill so that the Inspector General, the independent Inspector Gen-
eral doesn't come to the committee before he comes to the Director.
Make it perfectly plain.

And we're not asking him to be a tattletale. We're asking him to
have the stature and the independence to do the investigation. And
then to come to you. But in the event that you or your successor
disagrees with him, to have the latitude to come to the committee.

And I believe in that kind of a context. Especially as demonstrat-
ed by the Intelligence Committee in the past year plus. We have
maintained the confidentiality and I think it satisfies the concerns
that you voice about the foreign sources for information.

Judge WEBSTER. There's one aspect to the problem that I hesitate
to address, but I just might as well put it on the table. And that is
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the importance I place in a purely professional organization such
as the Central Intelligence Agency which does not make policy and
has no political connections or involvement, the importance I place
on the Director of that organization as being able to select his own
Inspector General.

I have indicated the enhanced role that he will play with me as I
did in the FBI in involving the whole training process, the role that
I believe he can play in unifying the Central Intelligence Agency
with its four diverse directorates and other offices.

And I do not have an assurance that by allowing that appoint-
ment to flow through the political process, I will end up with the
kind of Inspector General that I believe that I need to have in a
purely non-political, non-policymaking organization.

And if I cannot have that kind of person, then that person
cannot do the enhanced work that I've outlined for you.

Senator SPECTER. Judge Webster, I believe that as a practical
matter, in your circumstances, were this bill to be passed, you
would have that kind of a choice. And the Presidential selection
process is the best one we have with Senate confirmation. And I
think that by and large that process has done a reasonably good
job. The best job available of keeping inappropriate political consid-
erations out of the system.

But I think it all boils down to the testimony of the other Inspec-
tors General that of the 19 Inspectors General appointed, 18 Direc-
tors, Secretaries objected to it.

And they've all worked out very well in practice. And given the
kind of a Director who doesn't need an Inspector General, it is fine
not to have one but institutionally, it has proved regrettably to be
necessary and at least so far as this Senator is concerned and the
Iran-Contra Select Committees, the record and the evidence dic-
tates that we have that kind of an independent Inspector General.

Judge WEBSTER. I think we are not far apart on the need for an
Inspector General. I really believe that I need one badly. And I
depend on him enormously.

But I depend upon him because I believe that we are a team and
that he is going to be able to do the additional things that I want
him to do and will be responsive to me. And I simply say that I
think you have the accountability of the Director of Central Intelli-
gence rather than having to rely on getting sidebar testimony.

I know that the argument has not been uniformly accepted in
other departments about the cocooning of Inspectors General, but
in most of the other departments, they are dealing almost entirely
with expenditures of money outside the agency or by those who
have responsibility for letting contracts. Whereas we are dealing on
a day-to-day basis with such sensitive information, that if I found
myself with an Inspector General, statutory Inspector General
from outside the career service, I would have very serious doubts
about the quality of cooperation that he could and would receive
from within. Much as I would carry out my responsibilities to urge
full cooperation with him.

Senator SPECTER. Well, I thank you, Judge Webster. I think
we've come quite a long way in closing the gap. And I think we
ought to work together to see if we can't close it all the way.
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We are very close and the area that separates us perhaps can be
bridged by the experience of the other Inspectors General with the
Defense Intelligence Agency being sufficiently analogous to allay
the remaining concerns which you have. And I think we ought to
make that effort. And I for one am prepared to try to do so.

Judge WEBSTER. I appreciate that very much, Senator Specter.
And you know I will always try to cooperate with you.

I would simply like, once again, to reiterate my plea that you
give the procedures I've put in place a chance to work. And if they
don't, I'll have very little to argue about.

Senator SPECTER. Thank you very much, Judge Webster. Thank
you, Mr. Chairman.

Chairman BOREN. Thank you, Senator Specter.
I, in listening to this discussion, think there may be some points

in which there may be some common ground that can be found.
One of the things that I would like to think about is whether or
not-the Inspector General, let us say, if we decided to stay with the
system and with the experiment that you are undertaking, if that
were the case, we still might want to put some statutory language
in place, or might even want to codify to some degree this system
that you are putting in place.

I suppose I still find myself, after hearing this discussion today,
somewhere between the position of those who are just totally op-
posed to making any statutory change and yet not convinced that I
would want to go as far as Senator Specter does in terms of what
this proposal would be.

There may very well be a way that we could codify because I am
concerned. You come to this position with very unusual back-
ground, having been a Judge, having been a part of the legal proc-
ess. I don't think there's anyone that doubts your commitment to
the rule of law. You have demonstrated that with some of the disci-
plinary actions that have been taken. And I think that the commit-
tee certainly has confidence that you're following that line.

I have confidence also that the vast majority of the professionals
in the agency believe in just the same policy. I don't think this is
something that came with William Webster. I think there are
many professionals in that agency who cheer when they see the
rule of law being followed and enforced and who never want to be
put in a position themselves in their own professional lives.

This is one of the sad things that I saw as a Member of the Iran-
Contra Committee. Often times there were people who were good
professional people who were put under unbearable political pres-
sures. It is easy for us to sit back after the fact and say, well, they
should have resisted. They were put in very difficult situations
having political pressures exerted upon them by individuals that
they thought had great political influence. They were put in the
position as professionals of either, in essence, giving up their ca-
reers in some cases, or of taking actions with which they really
were not in agreement and had a lot of professional misgiving
about.

So I think there's much that can be said. I certainly view it as
one of the duties of this committee not only to provide oversight
over the Agency, but in a sense to be a buffer for the Agency to
protect them against undue political pressure so that these kinds of
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things don't happen to the good professionals that we have over
there.

But I do think Senator Specter raises a good point that some of
the changes that are being made might end up being temporary;
for instance, if in the future we had a different kind of Director
with a totally different viewpoint, one that might be more willing
to allow political pressures to be brought to bear or one who might
even participate in allowing or exerting political pressures himself.

So I think that's something we might think about. To see if there
is any way that we could codify some of these changes, I think, just
like my suggestion for working out some procedures. It would have
to be with due regard for the sensitivities of other countries, for
making sure that the Inspector General's report, after it comes to
you if there's a finding of wrongdoing, would come in some appro-
priate way to the Committees within a certain period of time.

These are the kinds of things that we might look at to and I
know there's always an inherent sensitivity in the Executive
branch of government to codifying things. I've had these discus-
sions with those in the White House about if you put certain things
in your Executive Orders, why are you hesitant to have them codi-
fied. If you are at one hundred percent in agreement on policy,
why not codify these things to make sure that your successor is
bound by them.

And I understand, having been a Governor, a lot of times your
perspective changes. What I used to regard as interference with
rightful executive prerogative, I now understand is appropriate leg-
islative oversight, as I sit in the legislative body. So your perspec-
tive tends to change depending upon which side of the table you
happen to be sitting. [General laughter.]

But I do think we share a common concern that certain funda-
mentals of policy, that are simply sound procedure, that will in
effect be protective of the professionals in the Agency and their
professional independence, should be put in place in a way that
they could not be reversed.

I heard the President recently talk about irreversible withdrawal
from Afghanistan in a manner in which it couldn't be turned
around. And some of us would like to see irreversible actions
toward democratization in Nicaragua, for example, before we will
accept that real progress has been made.

So, these hearings have given us something to think about.
Again, Senator Specter, I commend you for your contribution to
this discussion and the legislative proposal that has brought us to-
gether because I think, however we end up on all points on it, it
has focused our attention on a very important problem.

Judge Webster, you have helped also to focus our attention
through the changes that you have made in the system within the
Agency already since you ve become Director. I am bound to be-
lieve that, whatever the final legislative product is, that good will
come of our airing of this matter and putting our best thoughts to-
gether.

Let me say again to our witnesses that were here earlier, the
sharing of your own personal experiences, has been very helpful to
us. Noting reactions to some of the questions and answers that
have been given, I think there may even be some areas of agree-
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ment to things that have been said during this hearing. So we
would welcome your additional thoughts too.

After you testified, now you've heard Judge Webster and you've
heard our questions back and forth, we would welcome any
thoughts that you have because this is a unique committee. It's not
an area where we sort of go to the mat and try to put together po-
litical steamrollers to pass out legislation with a preconceived idea
of what the result ought to be. It really is an area of importance to
national security. The members of the committee sincerely want to
come to the decision that it will be balanced and right and address
the problems that we are dealing with.

So in that spirit we will take this matter under advisement. I
know Senator Specter is anxious and I am anxious in good faith to
have a markup session of our committee as soon as we can on this
lelgislation.

Between now and that time, I think we have a lot of good
thoughts to mull around and some ways in which we might look at
some variations and modifications to see where we might go.

So I thank everyone for contributing. Senator Specter, any last
comments that you'd like to make?

Senator SPECTER. No.
Chairman BOREN. This is history making in the Senate for any

Senator not to seize the opportunity to make additional comments.
But I thank everyone for being involved and the hearing will stand
in recess.

[Thereupon, at 4:53 o'clock p.m., the hearing was recessed.]
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